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30 January 2004 

The Honorable Pedro Cortés 
Secretary of the Commonwealth of Pennsylvania 
302 North Office Building 
Harrisburg, PA  

Dear Secretary Cortes: 

This letter serves as the transmittal of the Statewide Uniform Registry of Electors 
In-Process Quality Assurance Review. It represents the work of our team of 
professionals in Harrisburg and throughout Pennsylvania over the past two months. 

On behalf of InfoSENTRY, I want to thank you, the Department’s staff, county staffs, 
and Accenture, all of whom gave us time in busy schedules and over a Holiday 
period. We appreciate the accommodations made in those schedules to provide us 
with information on the Statewide Uniform Registry of Electors (SURE) project.  

We also want to congratulate you for taking a step that fits with information 
technology industry standards by having an independent, third party quality 
assurance review of a major project. We work in various public sector situations 
where laws require such evaluations on large projects. However, it is rare when an 
agency goes beyond the requirement of law, requesting such a review on its own 
volition. It is a further tribute to your leadership that you have insisted on complete 
transparency of operations by releasing the report publicly. The decision to sponsor 
the review and to release its findings for discussion gives testimony to the quality of 
services you expect in the SURE Project. 

Pennsylvania was a pioneer in starting development of a statewide voter registration 
system before being required to do so by the Federal government. You and your 
staff have taken an important step to conduct a review of the SURE project, making 
mid-course corrections required to improve the project’s quality. The Help America 
Vote Act requires states to develop performance goals and to evaluate progress 
toward those goals. You have taken a major step in setting a performance and 
quality standard for other statewide voter registration system projects. 

Thank you once again for your cooperation and assistance. We will be glad to 
respond to any questions you have concerning this review. 

Respectfully submitted,  

M. Glenn Newkirk, President 
InfoSENTRY Services, Inc. 

 



SURE Quality Assurance Review 3

 

Table of Contents 
TABLE OF CONTENTS............................................................................................................................. 3 
PREAMBLE ................................................................................................................................................. 4 
EXECUTIVE SUMMARY .......................................................................................................................... 5 
PROJECT HISTORY.................................................................................................................................. 8 
PROJECT PLANNING, ORGANIZATION, AND MANAGEMENT.................................................... 9 
PROJECT TRACKING, OVERSIGHT, AND RISK MANAGEMENT .............................................. 19 
PROJECT DOCUMENTATION AND MEETINGS.............................................................................. 24 
PROJECT COMMUNICATIONS, TRAINING, AND ORGANIZATION CHANGE 
MANAGEMENT........................................................................................................................................ 30 
TECHNICAL REVIEW ............................................................................................................................ 41 

TEST FINDINGS FROM PENNSYLVANIA SURE APPLICATION STRESS TEST ............................................... 54 
Summary of Tests Performed............................................................................................................... 54 
Summary of Results Observed ............................................................................................................. 54 

CURRENT ARCHITECTURE - TESTED ENVIRONMENT................................................................................. 55 
Technical Summary of the Environment .............................................................................................. 55 
Testing specifics: ................................................................................................................................. 55 
Important Test Specifications: ............................................................................................................. 56 

TESTS PERFORMED AND RESULTS.............................................................................................................. 57 
ANOMALIES OBSERVED DURING TESTING PERIOD: .................................................................................. 60 
OTHER NOTES OF INTEREST:..................................................................................................................... 61 

BUSINESS FUNCTIONALITY REVIEW .............................................................................................. 62 
ATTACHMENT 1: LIST OF INTERVIEWS AND SITE VISITS........................................................ 72 
ATTACHMENT 2: SELECTED LIST OF DOCUMENTATION REVIEWED ................................. 75 
 



SURE Quality Assurance Review 4

 

Preamble 
The Commonwealth of Pennsylvania has embarked on creation of a Statewide Uniform 
Registry of Electors (SURE). Acting pursuant to statutory authority and requirements, the 
Department of State has created a project team and contracted with an implementation 
vendor to manage the project.  

Approximately 17 months after signing that contract, the Department of State selected 
InfoSENTRY Services, Inc. to carry out an independent, third-party quality assurance 
(QA) review of the project’s technical architecture, business functionality, and project 
implementation processes. 

An independent, third-party quality assurance review is an industry-standard practice 
recommended for information technology projects involving large systems and mission 
critical systems. InfoSENTRY conducts its QA reviews pursuant to the procedures 
recommended by the Institute for Electrical and Electronics Engineers, Inc. IEEE Std. 
730.1-1995, IEEE Guide for Software Quality Assurance Planning and IEEE Std 
1058-1998, IEEE Standard for Software Project Management Plans.  

Pursuant to its agreement with the Department of State, InfoSENTRY conducted the QA 
review with a start date of 02 December 2003 and a final report date of 31 January 2004. 
The research process involved site visits in six counties that had converted to the new 
SURE system in 2003 and six counties scheduled to convert to the new system early in 
2004. It also involved telephone interviews with election officials in 54 other counties. 
The list of the 66 counties in which site visits or telephone interviews occurred is in an 
appendix to this review.  

The research process also involved an extensive review of documentation. An appendix 
to this review contains a list of many of the important documents involved in this review. 
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Executive Summary 
When Congress passed and the President signed into law the Voting Rights Act (VRA) 
of 1965, a chain of events got under way that recently culminated in a most profound re-
structuring of Federal, state, and local relationships. That Act interposed Federal control 
over certain aspects of elections and election administration in specific jurisdictions.  

Following almost three decades of amendments and litigation over that interposition, 
Congress passed and the President signed into law the National Voter Registration Act 
(NVRA) of 1993. In addition to extending Federal jurisdiction over other voter registration 
matters, the NVRA took another step that went almost unnoticed. It required the creation 
of a new State government official, the Chief State Election Official. This official had 
relatively few duties. Nonetheless, NVRA state a clear intent that this state official has 
responsibilities to carry out certain activities regarding voter registration that previously 
had been loosely regulated or had been in the sole domain of local election officials.  

The chain of events that began so dramatically in 1965 reached a major milestone on 
October 29, 2002 with the enactment of the Help America Vote Act (HAVA). With the 
stroke of this piece of legislation, the Federal Government advances a major 
restructuring of the relationship among Federal, state, and local governments in 
administering elections. The domain of local government for 250 years in the United 
States passed to the jurisdiction of State officials. 

Changing 250 years of tradition and practice does not sit well with many local 
governments and does not come easily. The shift in authority and responsibility to the 
State, with very active oversight from the Federal Government will be tough and 
engender strong resistance. 

It is in this context that Pennsylvania’s decision to proceed with a statewide voter 
registration system before passage of HAVA looks particularly prescient. The State 
directed creation of the Statewide Uniform Registry of Electors (SURE) two years before 
the Federal Government enacted HAVA, mandating a system model that resembled 
closely the system architecture that Pennsylvania mandated for SURE. 

Being an “early adopter” of an idea often means encountering hurdles before others face 
them. Out of a desire to ensure that the SURE project can get over those “early adopter” 
hurdles and deliver a quality system to Pennsylvania’s citizens, the Department of State 
initiated a third-party, independent quality assurance QA review of the project.  

The Department selected InfoSENTRY Services, Inc. to conduct that review. The review 
began in December, 2003 and concludes with issuance of this final report.  

InfoSENTRY completed the research phase of the QA review by (1) conducting onsite 
reviews in six counties that had “gone live” with the SURE system in the project’s Phase 
1 and Phase 2 during 2003, (2) conducting onsite reviews in six counties that are 
converting to the SURE system early in January and February 2004, (3) interviewing 
election officials and county information technology staff in 54 additional Pennsylvania 
counties, (4) reviewing documents typically expected in information technology projects 
that are being managed according to industry standards, (4) interviewing State and 
implementation vendor staff, and (5) carrying out a performance test and functional 
review of the software provided by the implementation vendor. 

The review found that the compact time schedule established by the State in 2002 and 
accelerated by the vendor introduced a very high level of risk into the project. Early 
missteps in data conversions and software installations damaged SURE’s credibility 
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among many county stakeholders. The damage was particularly keen in large counties. 
The implementation vendor did not prepare an industry-standard project management 
plan and did not prepare and use a common project schedule shared by all key 
stakeholders. As a result of factors stemming back to the beginning of the project, there 
is no clear vision among the various groups of stakeholders about SURE’s major goals 
and objectives.  

InfoSENTRY recommends a series of steps to address these problems. Among the most 
important steps is to move forward with the project according to a slower schedule with 
addition of the remaining 61 counties to the statewide system by the end of 2004 instead 
of by the April 27, 2004 Presidential primary. Other recommended steps include (a) 
adherence to high quality standards for detecting and correcting software, network, and 
data errors, (b) establishing a detailed, documented process for determining when each 
county is fully ready to convert, (c) carrying out a full organizational, legal, and technical 
project review, and (d) developing a clear mission statement for the project. 

The implementation vendor has not managed the project by using industry standard 
approaches to track and manage the numerous issues involved in a large and complete 
information technology project. Also, it has not developed a detailed, project-wide plan 
for identifying, tracking, and managing risks to the project’s success. InfoSENTRY 
recommends immediate implementation of these project management tools according to 
well-documented industry procedures.  

Some segments of the project have developed adequate, standard documentation sets. 
There have been noticeable improvements within the past six months in documents 
relating to project status reports and some meetings typically associated with information 
technology projects. However, the implementation vendor did not deliver many of the 
standard documentation sets typically associated with software testing, database 
conversion planning, conversion testing, and project knowledge transfer.  

InfoSENTRY recommends development and use of plans for software testing and 
database conversions that will result in delivery of higher quality software and county 
voter registration databases. The review also recommends development of standard 
documentation to reflect the software and database conversion test results. 

The implementation vendor has not delivered and maintained a written project 
communications plan and organization change management plan as proposed and as 
called for in the contract. The project has moved ahead with no regular channels for 
updating all stakeholders on the project’s achievements and with a minimally maintained 
and used website. After initial issues that counties found with introductory overviews and 
training, the implementation vendor has improved training and training materials. The 
vendor is using industry-standard techniques to monitor and improve its training 
program.  

The QA review recommends that the vendor develop and use a documented 
communication plan and organization change management plan for SURE. It contains 
specific recommendations for restructuring and improving the training plan to provide a 
better overview of the entire statewide voter registration process. The implementation 
vendor should designate individual “point of contact” consultants to work with each 
county through the entire training, Go Live, and post-production support phases. This 
last step will provide a higher level of staff support for the counties as they Go Live and 
address directly their skepticism about the project and the SURE system. 
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The QA review’s technical assessment found that the vendor’s software complies in 
large part with the requirements of Pennsylvania’s Act 3. The remaining software 
modifications required for full compliance should be made easily and should be made 
prior to the January 1, 2005 deadline. However, there are other components of SURE’s 
implementation that will require policy, procedural, operational, and database conversion 
changes in order to achieve full compliance with the letter and intent of Act 3.  

Although the Federal Help America Vote Act (HAVA) passed after SURE’s beginning, 
the system complies with most of HAVA’s requirements. One important system 
capability requiring immediate attention is HAVA’s requirement that a statewide voter 
registration system establish online connections with certain State and Federal 
databases to verify identities of voter registration applicants. This capability is not part of 
the current contract with the vendor and it is not part of the current system, software, and 
network architecture. 

The technical assessment found that the SURE team and the implementation vendor 
have deployed a statewide data communications network with significant security 
capabilities designed to protect the confidentiality and integrity of voter registration data. 
However, the implementation vendor needs to consider use of encryption for certain 
stored data. The technical assessment found that the implementation vendor has not 
developed and delivered a documented disaster recovery plan as required in the 
vendor’s proposal. This review recommends that the implementation vendor develop 
and test a full business continuity and disaster recovery plan.  

The vendor selected an appropriate database management system (DBMS) that can 
support projected use levels, provided that the vendor makes a series of technical 
modifications to database settings. The technical review questions whether the vendor’s 
software development environment is fully capable of meeting county performance and 
business functional requirements without significant changes. InfoSENTRY’s stress test 
pinpointed the vendor’s application software, the vendor’s database structure, and a lack 
of database parameter tuning by the vendor as the SURE system’s main performance 
bottlenecks. 

The SURE Project needs to take additional steps to assure a high data quality level and 
to remove people who are inadvertently registered to vote in more than one county. 
Some of the steps involve detailed data quality control procedures in the counties. Other 
steps involve changes in the processes of transferring voter registrations from one 
county to another in a timely, accurate manner. 

The software provided by the vendor will support many of the core voter registration 
functions of the counties as required by Act 3. The system also provides a significant 
upgrade to many smaller counties’ information technology capabilities. However, it falls 
short in meeting many of the larger counties’ reporting, election management, and 
external system interface requirements. InfoSENTRY makes a series of 
recommendations to improve both the software and database performance 
characteristics of the SURE system.  
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Project History 
 

Pennsylvania was one of the early states to examine the potential for creating a 
statewide voter registration system. Only a handful of states had fully functional 
statewide voter registration systems and networks at the time of passage of the National 
Voter Registration Act (NVRA) in 1993. Soon after passage of the NVRA, the 
Pennsylvania Department of State contracted for a feasibility study and needs 
assessment for such a system. It commissioned two additional studies in 1999 and 2000 
to obtain more detailed system requirements data on county voter registration systems. 

In July 2002, the Department entered into a contract with Accenture LLP to design, 
develop, and implement a statewide uniform registry of electors as mandated by Act 3 of 
2002.  The contract was the result of a competitive, sealed-proposal procurement.  Act 3 
required that SURE be fully implemented in all of the Commonwealth’s 67 counties by 
January 1, 2005 and provided a list of requirements that the SURE system must contain.   

On October 29, 2002, President Bush signed the Help America Vote Act of 2002 
(HAVA).  One of the requirements in HAVA was the implementation of a statewide voter 
registration system.  Under HAVA, this system must be implemented by January 1, 
2004, but this deadline can be waived until January 1, 2006. Pennsylvania has 
requested a waiver until that date for compliance with all of HAVA’s requirements. 

In response to HAVA, the Pennsylvania General Assembly passed Act 150 of 2002.  
However, Act 150 did not contain any changes to the SURE requirements established by 
Act 3. 

The Department contracted with InfoSENTRY Services, Inc. to conduct an independent, 
third-party quality assurance (QA) review of the SURE project during December 2003 
and January 2004. An in-process quality assurance review is an industry-standard 
practice for large-scale information technology projects.  

The SURE project has been ongoing since June 2002. At the beginning date of this QA 
review, six counties were live on the system with the remaining 61 counties scheduled to 
“go live” prior to March 2004.  The Department was concerned that the SURE system, 
as implemented, may not be fully compliant with HAVA and Act 3.  The purpose of this 
review was to engage a vendor to conduct an independent third-party QA review and 
evaluation of the SURE system in relation to its architecture, functional requirements, 
and the overall implementation of the system with special attention paid to the 
requirements of HAVA and Act 3. The Department requested that the QA review, among 
other things, determine whether SURE is in compliance with HAVA, whether the SURE 
project, when fully implemented, will be a success and what steps the Department 
should take to ensure such a success. 
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Project Planning, Organization, and Management  
 

FINDING 1.0: SURE’s compact schedule has introduced unnecessarily high risk 
into the project from its early days and the Department of State made a correct 
decision to spread out the implementation in 2003. 

The initial plans prepared by the Department of State in 2001 and 2002 adopted a very 
aggressive time schedule.  

The implementation vendor recognized the already compact schedule in its proposal 
(page 3H-3) but actually recommended speeding up the project: 

 
“Scaling Fast can be considered a built-in requirement of the enabling 
legislation for the SURE project, which mandates a full statewide 
implementation by January 1, 2005, just over 30 months from a notional 
June 2002 start date. 

As discussed further below, however, our recommended approach will 
target completion of the SURE system well before this deadline—within 15 
months of the start date.” 

 

The project began on July 22, already two weeks behind the project plan schedule. 
Within months of signing the contract in July 2002, sample systems were in pilot 
counties with plans in place for parallel operations. This occurrence apparently 
happened prior to the first meeting of the Advisory Board later in 2002.  

The initial implementation schedule proposed by the implementation vendor called for a 
full rollout by the implementation vendor for use in the November 2003 elections. This 
rollout in the remaining counties was to have come after pilot use in one county and Beta 
use in a second county. Such a schedule left inadequate time for developing detailed 
county functional requirements, software customization, industry-standard testing 
procedures, accurate and tested data conversions, adequate training, adequate 
assessment of county operations readiness, and time for user adoption. 

If the State had attempted to follow this schedule, it would have resulted in what is 
typically referred to as a “Big Bang” implementation, with 65 counties going live in one 
election. The “Big Bang” refers to bringing all sites and users online in a very 
compressed period of time, instead of phasing in the implantation gradually. “Big Bangs” 
more often than not (according to industry statistics) result in big busts. 

Fortunately, the State modified the schedule into Phase 1 and Phase 2, moving six 
counties into Go Live status during the elections in 2003. This modified schedule now 
allows a re-evaluation of (1) the capabilities of the vendor’s system, (2) the necessary 
changes in the vendor’s system, (3) the State’s legal and organizational requirements in 
light of the passage of HAVA, and (4) the counties’ personnel and operational 
capabilities to adapt to the full environment of a statewide voter registration system.  
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RECOMMENDATION 1.0: While it is too late to correct the error of an overly 
compact schedule in 2002 and early 2003, it is not too late to add a lesson learned 
that speeding up an already tight schedule often does little more than add risk 
without increasing benefits. 
The temptation to agree with a proposition that the project’s planned benefits are simply 
too good to delay is almost overwhelming. However, time and time again a primary 
lesson learned from large enterprise-wide projects such as SURE is that it typically takes 
longer to implement the system than planned. A corollary is that quality, accuracy, 
training, documentation, and proper organization change management take time and 
that time frequently is not built into overly compact project schedules. 

 

FINDING 2.0: Early software and data conversion problems in Phase 1 and Phase 
2 counties damaged the credibility of the SURE Project. 

The credibility of the Sure Project and the vendor’s system, in particular, suffered 
substantially by reported and rumored difficulties in the Phase 1 and Phase 2 Go Lives. 
There were real difficulties. Several of the six counties reported software errors, data 
conversion problems, hardware inadequacies, initial refusals to use the system, and 
inability to use portions of the system in the 2003 elections. Several counties found that 
the implementation vendor was not able to convert voter transaction data because it was 
in a previous vendor’s proprietary format. This data conversion shortfall left a significant 
functional gap in the new system to meet both Pennsylvania and Federal NVRA data 
maintenance requirements. Lack of standardized address formats in the counties led to 
further difficulties in building and maintaining accurate “address libraries,” compounding 
difficulties in assigning voters to precincts correctly. 

The Department of State and the implementation vendor recorded the problems and 
responded to them in time for the systems to be used in Phase 1 and Phase 2. Other 
problems remain. However, whether the problems were real, imagined, or in-between 
has not mattered to the grapevine. The vendor’s supplied system, ESM, and 
implementation received damaging credibility blows. 

 

RECOMMENDATION 2.0: It is crucial that in the coming Go Live phases the 
software, converted databases, and vendor support must meet high quality 
standards. 
The DOS SURE team and the implementation vendor should agree on quality standards 
and metrics to gauge quality. Then they should apply the standards and metrics to the 
Go Live implementations in Phase 3. The standards should state expected software 
error rates, hardware failure rates, network disruptions, data error rates, and Help Desk 
performance measures. The measures are important to establish minimum expectations 
for overall system performance. 

 

RECOMMENATION 2.1: It is crucial that in the coming Go Live phases the 
implementation vendor should report daily to the SURE Project the number of 
software errors, hardware failures, network interruptions, and database defects 
that have been detected and corrected. 
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The old motto of quality assurance applies: What gets measured gets done. The 
implementation vendor should prepare a simple dashboard each day from the Help Desk 
and deliver it to the DOS SURE Team. It should provide a breakdown of Help Desk calls, 
customized to meet the information needs of the SURE Team and DOS Senior 
Managers. The implementation dashboard should provide a timely and accurate 
reflection of the quality of the systems as they move into production in each county. This 
dashboard approach should assure that the implementation is meeting SURE’s quality 
standards, not just meeting project schedule 

These measures should reflect against the minimum quality standards established by 
the SURE Project and the implementation vendor. If the hardware, software, and 
network defect rates exceed minimum levels, the DOS Executive Staff and the 
implementation vendor should have contingency plans in place to escalate staff support 
to detect and correct the errors. In the direst of circumstances, the Executive Staff and 
implementation team must be prepared to halt the Go Live process in individual counties 
until the errors can be brought to an acceptable level. 

 

RECOMMENDATION 2.2: The implementation vendor should provide the SURE 
Project with a detailed plan for adequately staffing “Go Live Go Teams” to assist 
counties as needed from the beginning of the next phase through the two or three 
weeks after the April 27 election. 
From our interviews with county election staff it is clear that most counties will not accept 
as credible a one-size fits all approach to Go Live support. Simply guaranteeing one or 
two days’ onsite support to each county at some point in the Go Live cycle might meet 
their needs. It also might be ill-timed and an ineffective deployment of resources. Some 
counties might need zero days of onsite support to assure both system and operational 
readiness, though that situation is unlikely. Other counties might need several days’ 
assistance by more than one support staff member. The implementation vendor should 
put in place plans to provide flexible Go Live support to meet county needs and to 
restore credibility and confidence to their cutover to Election Systems Manager (ESM).  

 

FINDING 3.0: The very aggressive schedule to have all 67 counties converted and 
running in time to use the system in the April 2004 Presidential primary introduces 
an even greater risk of failure into the SURE project. 

The rollouts in the six Phase 1 and Phase 2 counties saw substantial problems in 
adequacy of the software’s functionality and the quality of their full database 
conversions. The Go Lives worked because (1) the Department of State made a 
significant commitment of time and resources to assure cutover success, (2) the 
counties made extraordinary efforts, (3) the implementation vendor made significant 
efforts under direction of the DOS, (4) the counties did not use modules that failed to 
meet their immediate needs (e.g., polling places, poll workers, and vote history updates), 
and (5) the implementation vendor used automated processes external to the software 
to load data into the system very rapidly. Each county was its own special case. 
However, the implementation performance was uneven and data quality resulting from 
the speed of the process remains in question. 

The Presidential Primary in April 2004 offers a somewhat less complicated election 
environment in which to use ESM for the first time. However, there are sufficient 
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indications that the system requires functional enhancements and technical 
modifications to make a very compressed rollout to the 61 remaining counties in a very 
short time period unwise.  

Going live in all 61 counties is not necessary at this time to comply with Act 3, HAVA, or 
sound project management. Such a full Go Live would introduce more risk than benefit 
to the project. (We write this statement with an understanding that a slower 
implementation might add additional cost to the project. However, failure to carry off a 
successful Go Live in every county will add far greater cost.) 

 

RECOMMENDATION 3.0: The SURE project should move ahead with a system Go 
Live according to the Phase 3 schedule in as many of the counties as possible, 
who are assessed as ready by (a) the SURE Project, (b) the implementation 
vendor, and (c) self assessment. 
There is no compelling reason to disallow or discourage from going live a county that is 
ready. However, beyond looking simply at the technical characteristics and capabilities 
of the system, the SURE Project and the implementation vendor should (1) correct 
performance and database problems in the counties that have gone live in Phases 1 and 
2 and (2) assess realistically the number of counties that the implementation vendor’s 
staff and system can support fully through the Presidential Primary in April. 

 

RECOMMENDATION 3.1: The SURE Project should carry out a full legal, technical, 
and organizational re-evaluation of the SURE project, as part of an introduction of 
strategic planning and continuous improvement process into the project.  
Respondents to our interviews in the counties and Department of State commented 
about a lack of strategic planning for the SURE Project from its very beginning. The 
respondents indicated that the project was under such a tight time schedule from the 
very beginning that there was little time to stake out a strategic plan for SURE. There 
has been little time, since signing the implementation contract that contained an 
accelerated schedule, to evaluate State and county business processes with an eye 
toward implementing continuous improvement and “best practices” from the counties in 
those processes.  

While the system continues through a phased Go Live implementation in “ready” 
counties, the project should carry out a legal evaluation of full compliance with State and 
Federal laws. Obviously, there is an on-going need to review compliance with 
Pennsylvania State election laws. Additionally, we advise a due diligence analysis of the 
SURE Project’s adherence to any applicable Pennsylvania laws concerning 
requirements for publicly funded information technology projects (and the data in them) 
to be accessible to physically disabled persons.  

A similar analysis would be worthwhile to determine any Federal requirements for 
accessibility that might extend to Federally funded projects. 

Document reviews, a review of the current system implementation, and interviews 
indicate that the implementation of ESM does not address an important HAVA 
requirement. Here is an excerpt from HAVA (PUBLIC LAW 107–252—OCT. 29, 2002): 

 
(5) VERIFICATION OF VOTER REGISTRATION INFORMATION.— 



SURE Quality Assurance Review 13

(A) REQUIRING PROVISION OF CERTAIN INFORMATION BY 
APPLICANTS.— 

(i) IN GENERAL.—Except as provided in clause (ii), notwithstanding any other 
provision of law, an application for voter registration for an election for Federal 
office may not be accepted or processed by a State unless the application 
includes— (I) in the case of an applicant who has been issued a current and valid 
driver’s license, the applicant’s driver’s license number; or (II) in the case of any 
other applicant (other than an applicant to whom clause (ii) applies), the last 4 
digits of the applicant’s social security number. 

 … 
 B) REQUIREMENTS FOR STATE OFFICIALS.— 

 (i) SHARING INFORMATION IN DATABASES.—The chief State election 
official and the official responsible for the State motor vehicle authority of a State 
shall enter into an agreement to match information in the database of the 
statewide voter registration system with information in the database of the motor 
vehicle authority to the extent required to enable each such official to verify the 
accuracy of the information provided on applications for voter registration. 

 

Additionally, there is the following language in a September 8, 2003 letter from the 
United States Justice Department to R. Douglas Lewis of the Election Center regarding 
certain requirements for statewide voter registration systems: 

“(viii) The computerized list shall serve as the official voter registration list for the 
conduct of all elections for Federal office in the State. 

In addition to general computerized list maintenance and security requirements, 
§303(a) has minimum accuracy standards that require the database to be 
updated regularly to remove ineligible registrants and safeguard against 
removals made in error.  Information in the database must be verified and 
compared with State department of motor vehicles driver's license records as 
well as federal social security records and must be compared with State agency 
records on death and felony status (where required by state law).” 

We recommend conducting an immediate review of this requirement’s applicability to 
Pennsylvania’s SURE system and taking immediate steps to bring the system into full 
compliance with the requirement. While it is possible that the newly formed Election 
Assistance Commission will change or refine these requirements, it is very unlikely that 
they will delete them. These interfaces and interconnections are not technically simple 
and they will modify significantly the processes and performance of the SURE voter 
registration system. 

During the phased implementations throughout 2004, project managers should review 
the organizational structure of the SURE Project. The SURE Project needs to consider 
the degree to which its current staffing level and structure are appropriate for the long-
term support of the system. There is relatively little indication from interviews and 
documentation reviews that the project has planned for a transfer of knowledge during 
the time when the implementation vendor’s staff support declines significantly after the 
final Go Lives. In addition to administrative activities, there are potential requirements for 
on-going training, troubleshooting (outside the confines and competency of the Help 
Desk), implementing an effective communication plan, and interdependencies among 
SURE, county voting systems, and other State systems. 
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FINDING 4.0: There is a lack of congruity and specificity in the relationships 
among the SURE Request for Proposal, the implementation vendor's proposal, 
and the deliverables in the contract that weaken the contract's usefulness as a 
project management guide. 

There are points in which the project’s request for proposals, the implementation 
vendor’s proposal, and other portions of the contract are not in alignment. 

The situation of the project’s “user acceptance testing” is illustrative. 

The Commonwealth’s RFP states the following with regard to user acceptance testing: 
“4.6.3.3 Testing/Data Validation 

The Contractor shall provide a full testing environment.  In addition, the 
Contractor will be responsible for development of the test strategies and plans 
and the execution of the testing plans for the system functions.   

 

These tests should include, at a minimum: 

• System Testing 

• Integration testing with other agencies 

• Performance testing 

• Stress Testing 

• User Acceptance Testing 

User acceptance, performance, and stress testing must be completed using the 
same configuration as the final production configuration, including the same 
network infrastructure, communication protocol, server and workstation size, 
network and workstation operating system programs and versions.  If the exact 
configuration cannot be duplicated, testing must be completed on equipment 
installed at Department offices that will be used for the production environment.  
For the purposes of performance and stress testing, simulators may be used, 
although the use of a simulator does not relieve the Contractor of the 
responsibility for acceptable system performance. 

It is expected that all modifications to the system that are made during user 
acceptance testing will be incorporated into the production version only after 
rigorous regression testing and acceptance.  

The Commonwealth is aware of the complexity of establishing a centralized 
integrated database, and the impact that the volume of data has on system 
performance.  As such, the Commonwealth expects that prior to rollout, the 
vendor will perform rigorous stress testing, and the remote simultaneous printing 
of pollbooks.  This simulation, as all tests, will be monitored by the 
Commonwealth to ensure that the application has been adequately configured 
and sized to ensure proper performance.” 

 

The implementation vendor’s proposal (Document 3I) contains the following section: 
“Product Test 

Product test includes development and execution of the system test, the 
integration test, and the user acceptance test.” 
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The proposal also contains the following portion of a table: 

 

 

 

 

In the Proposal’s Appendix A (Traceability Matrix) there is an indication that the User 
Acceptance Test task is in Document 3I in an MS-Project Plan.  

The contract contains the following work task in three places in the contract’s 
Attachment A: Statement of Work where the implementation vendor is to… 
 “Plan and perform user acceptance and performance testing.” 

However, in the contract’s Attachment B: Deliverable Schedule we find no deliverable 
associated with a user acceptance test plan or user acceptance testing. 

Then, in the SURE Monthly Status Report (30 September 2002), there is the following 
entry. 

 “Performance, security, and user acceptance testing began at the SURE Test Lab.” 

However, we received no user acceptance test plan or user acceptance test 
documentation from the implementation vendor in response to our request for that 
documentation. The documentation we requested relating to a user acceptance test 
plan, user test scripts, and user test results are industry-standard expectations of the 
user acceptance tests. We understand from the lack of availability of that documentation 
that there was no written user acceptance test plan and no industry-standard user 
acceptance testing in the SURE project. 

 The contractual and project management question is a simple one: Did the fact that 
there was no specific mention of a deliverable in the contract’s “Deliverable Schedule” 
relating to a user acceptance test plan or user acceptance test results relieve the 
apparent obligation to prepare a user acceptance test plan and carry out user 
acceptance testing?  

This kind of incongruity and various other inconsistencies in the contract relating to 
topics such as disaster recovery planning and testing, issue management, risk 
management, communication planning, point to the weakness of that document as a 
project management guide. The contract incorporates the vendor’s proposal by 
reference.  

Under than incorporate there is a substantial number of committed deliverables that 
were missing at the time of this review. Among them, as noted in this review, appear to 
be an operational issue tracking methodology, a detailed, documented, and operational 
risk management strategy, test plans, test result documentation, an on-going project 
management plan, a disaster recovery plan, and an organization change management 
plan.  

 

RECOMMENDATION 4.0: The Department of State and the implementation vendor 
should reconcile the detailed project management schedule and list of 
commitments in the vendor’s proposal with the contract to provide a clear project 
management direction.  

WBS Task Name Description Deliverables 

1.3.1.6.2.3 Acceptance Test Execute test 
cycles 

Acceptance Test 
Package 
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This task will be a laborious one and involve discussions and further documentation 
reviews between the Department of State and the implementation vendor. It is 
nonetheless important to assure solid project management as the SURE project moves 
forward through Go Lives in the remaining counties. 

 

FINDING 5.0: The implementation vendor did not deliver a documented Project 
Management Plan (PMP) developed according to published industry standards.  

Many of the components of a project management plan exist in various documents. 
However, industry-standard practices call for development and maintenance of a unified, 
integrated project management plan. 

In response to our request for a written Project Management Plan (PMP), we received a 
draft project management plan (dated March 21, 2003, version 1.2) from the 
implementation vendor. We found no indication that the implementation vendor 
developed, delivered to the State, maintained, and used actively a PMP in the SURE 
Project. We found no indication that the SURE Project developed a PMP on its own. 
However, the expectation for such a plan being produced by the vendor is in the 
vendor’s proposal and implicitly in the situation that the vendor started such a plan, but 
did not complete one. A PMP, substantially more detailed than just a project schedule, is 
an industry-standard expectation for a project of SURE’s large, complex, and expensive 
nature.  

The Institute for Electrical and Electronics Engineers (IEEE) has published standards 
and guidelines for information technology (IT) project management plans and planning 
processes. In particular, IEEE published Std 1058-1998, IEEE Standard for Software 
Project Management Plans. It contains a detailed methodology on topics ranging from 
establishment of software testing procedures to structures for working with internal and 
external stakeholders to resolve issues. Another emerging standard in project 
management planning is in the publication Overview of the Gateway Process, 
published by the United Kingdom’s Office of Government Commerce, HMT. The Project 
Management Institute (PMI) has published similar documents. Various consulting firms 
rest their certifications in the information technology engineering industry on following 
such standards and guidelines. Based on the response we received to our request for 
documentation, this project has not followed such industry standards. 

 

RECOMMENDATION 5.0: After developing a high-level strategic plan and 
establishing a continuous improvement process, the implementation vendor 
should work with DOS and other key SURE stakeholders to prepare a Project 
Management Plan.  
This recommendation is so basic that it almost speaks for itself. A well-prepared PMP 
should establish the common mission, rules, roles, relationships, expectations, 
deliverables, schedules, and budget for the SURE Project.  

It also creates a benchmark document against which all stakeholders operations and 
performance on the project will be assessed. Those stakeholders include at least the 
Department of State, the implementation vendor, network providers, and the county 
election and information technology offices. 
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FINDING 6.0: The implementation vendor has not provided and used a universally 
applicable and available project schedule that contains the tasks planned for 
State, county, and vendor stakeholders. 

The vendor has used a Microsoft Project file to track many of the activities associated 
with their staff’s project activities. Several of the SURE staff members have maintained 
lists of their activities.  

However, we found a general lack of familiarity with the project schedule among all other 
stakeholders outside the implementation vendor’s staff. We also found various other 
forms of reporting project substreams (such as network deployment, county hardware 
readiness stages, and training). These reports were in spreadsheets, word processing 
tables, and Microsoft® PowerPoint presentations.  

We found no indication of a universally applicable and available project schedule 
covering tasks and resources for all State, county, and vendor stakeholders.  

 

RECOMMENDATION 6.0: The implementation vendor, as part of its project 
management services to the project and in coordination with key SURE Project 
stakeholders, should develop and maintain a central project schedule. 
It is simply a tenet of good project management and a “best-practice” to include the 
tasks of all principle stakeholders (including resources outside the vendor’s staff) and all 
major project streams in a unified project schedule.  

The project manager should make periodic reports from the project schedule available to 
all stakeholders. Senior managers will need high-level reports showing percent 
completion of rolled-up project streams. Project managers and team leaders will need 
detailed listings and completion rates of specific tasks. They will also want accurate 
loadings of work and costs for those tasks.  

A central, uniform project schedule (presumably in Microsoft® Project), stored and 
maintained on a workgroup server, will be available directly to DOS SURE Project staff 
members as well as to the implementation vendor.  

 

FINDING 7.0: There is a strong feeling among some DOS staff and numerous 
counties that the implementation vendor did not examine business processes 
adequately in the counties and customize their system to meet those processes. 

Interview respondents in the counties, the DOS, and the implementation vendor 
commented that the SURE Project relied on the studies by Arthur Anderson and Gartner 
Consulting for its analyses of system functional requirements, hardware requirements, 
and network requirements. Unfortunately, those studies looked at voter registration 
functions in relative isolation from other functions such as absentee voting, petition 
checking, document imaging, other election management functions, and other county 
interface requirements.  

The result is that county stakeholders feel the SURE implementation of an “out of the 
box” solution (ESM) fell short of addressing their core needs. That observation is almost 
certainly accurate in some of the larger counties. More importantly, the rushed 
implementation and early Phase 1 and Phase 2 problems submerged the possibility of 
real, effective business process re-engineering in the counties. What was an 
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implementation opportunity turned into a lack of understanding of the system and even 
outright resistance to change in some counties.  

 

RECOMMENDATION 7.0: The SURE Project should use the opportunity now to re-
examine and document business processes and functional requirements in the 
counties. 
The SURE Project should develop a project substream to assist counties to modify and 
document their business processes in light of (1) State election laws, (2) new Federal 
Election laws, and (3) new software capabilities provided by ESM. At the same time, the 
analysis should document ESM’s performance and process gaps that require system 
modification in order to optimize county operations. 

It is a very busy election year. However, as Phase 3 counties Go Live over the 
remainder of 2004, the stakeholders must make this re-assessment a top priority. It is a 
“stand and deliver” situation for the counties. Their concern should not be SURE’s 
“underlying technology.” Their concern should be related almost exclusively to business 
processes and the information technology required to support them.  

This re-examination substream will run parallel with the continuing implementation, 
solidification, and improvement of ESM. It is not an either/or condition. It is a both/and 
continuous improvement process of implementing the system and making it better. 

 

FINDING 8.0: There is little operational agreement or understanding among all 
stakeholders on the mission and goal of the SURE Project other than to create a 
statewide registry of electors.  

We asked respondents throughout the state to tell us what they considered to be the 
goal, mission, or “end game” of the SURE Project. We found a variety of interesting and 
thoughtful answers, although there were few common threads running through the 
answers. We even found a draft of a mission statement in the unfinished project 
management plan started by the implementation vendor. 

Mission statements have two manifestations. On the one hand, they are wall ornaments 
that many people ignore. On the other, they provide a common understanding of the 
essence of a project. They are a symbolic common meaning that should allow anyone to 
answer what the project is all about if asked to answer the question on the elevator ride 
between the ground floor and the third floor of an office building. 

If a project’s mission statement becomes a matter of laughter or a simple marketing 
slogan, that is one indication the project is off track. 

 

RECOMMENDATION 8.0: The SURE Project should prepare and use a simple 
mission statement, agreed upon by the Department of State, the implementation 
vendor, and representatives of the counties. 
The SURE project’s main stakeholders in the Department of State, the implementation 
vendor, and the counties should meet in quick order to prepare a simple, 
understandable, accurate statement of the project’s goal and mission. SURE Project 
Managers should distribute the mission statement commonly in newsletters, websites, 
and other public communication media. 
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Project Tracking, Oversight, and Risk Management  
 

FINDING 9.0: The SURE Project’s vendor has not implemented the central, 
uniformly used, integrated issue tracking and management database it proposed 
to the SURE Project. 

The implementation vendor’s proposal recognized the importance of issue tracking and 
management throughout a project’s life. 

In Chapter 3G of the proposal, we find the following language: 
“Issue Management  

Successful management of programs always requires informed, proactive, and 
timely management of issues.   

• Issues:  

• Are resolvable with action items; 

• Span projects or programs; 

• Can be escalated; and, 

• Are proactively discovered during the course of development. 

Process Overview 

Our rigorous issue management process will facilitate focused issue resolution, 
monitor progress, and highlight risks.  The issue management process begins 
when a concern is entered into the Issue Management Database, and ends when 
an issue is resolved, published, and closed.  The issue management process 
includes monitoring the status of each of the concerns/issues.  The issue 
management process is depicted in Figure 3G-5… 

A concern may be entered by anyone who has access to the issue management 
database.  The objective of the issue management function of the database is to 
collect as much information as possible up-front.  Once a concern is entered into 
the database, the status becomes “ENTERED CONCERN”.  At this point, the 
SURE team will begin checking the concern for relevance.   

It is possible that the SURE Project Team will require additional information, or 
clarification regarding the concern.  If this is the case, the SURE team will 
request clarification from the business representative who entered the concern.  
While the concern is being clarified, the status is set to “REQUEST FOR 
CLARIFICATION” by the project team.  

Once the appropriate information is received, the SURE team continues to check 
the concern for relevance.  The concern is analyzed to validate that it falls within 
scope. The concern is analyzed in terms of priority, people affected by the 
concern, possible solutions, potential issue owner and resolution due date.  If the 
concern falls within scope, the SURE team will request that the concern become 
an Open Issue.   At this point, the status of the concern becomes “REQUEST 
FOR APPROVAL”.  

The concern is now in the hands of the SURE team.  The SURE team must work 
with the appropriate people to approve the concern as an Open Issue.  Once the 
concern is confirmed as an Open Issue the status of the concern becomes either 
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an “OPEN ISSUE” or “OPEN (ONGOING)”, and the SURE team assigns an 
Issue ID.  The SURE team then informs the issue owner that an issue exists that 
he/she is responsible for resolving.  Once the issue is opened, it is in the hands 
of the issue owner. 

The issue owner is now responsible for researching resolution alternatives, 
involving all parties affected by the issue, finding a solution, publishing a solution 
and planning the implementation of the solution.  The main objective of the issue 
owner is to resolve the issue before the resolution due date.  The issue owner is 
responsible for documenting the resolution alternatives, resolution progress, 
issue solution and planned implementation.  Once the issue is resolved, the 
status of the issue becomes “CLOSED (RESOLVED).” 

It is now the responsibility of the SURE team, working with the issue owner, to 
publish the issue solution. Once the solution is published and all affected parties 
are in agreement with the solution, the issue solution is ready to be implemented. 

Anywhere along the issue management process, an issue can be either 
“CLOSED (RESOLVED)” because the issue is either resolved, or is no longer an 
issue for the SURE team.  In both cases, an explanation of the reason for the 
status must be entered into the issue management database.  Only the SURE 
team and the issue owner will have authority to change the status of an 
issue/concern to CLOSED.  

Issue Escalation and Reporting 

The SURE Project Team will proactively manage open issues to facilitate their 
timely resolution.  All issues will be reported to the SURE Project Manager and 
the Department of State Project Manager.   Special focus will be given to issues 
meeting the following criteria: 

• Mission Critical issues; 

• Past due issues (Mission Critical, High, Medium and Low); and, 

• High, Medium and Low importance issues with due dates within the next 
month; 

The SURE Project Team will assess the overall issue status (e.g. new issues per 
period, critical issues, etc.) on a regular basis.  This status will be included in the 
weekly status reports.” 

 

We requested documentation and sample reports from this issue tracking process. We 
did not receive documentation to indicate that the SURE Project has such a system. 
Interviews with SURE Project Team members and implementation vendor staff members 
indicate that such a unified process does not exist.  

Instead, various groups and individuals have created their own issue tracking 
capabilities that exist more or less in their own silos. They also exist in various formats, 
ranging from spreadsheets to word processing tables. Such processes lend themselves 
to duplication of time spent by managers and staff tracking issues. They also result in 
numerous, important issues that fall through the cracks. (This latter problem received 
frequent mention in our interviews with SURE Project Team members and county 
election offices.) 
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RECOMMENDATION 9.0: The implementation vendor should work immediately 
with DOS and other key stakeholders to implement immediately a central, 
uniformly used issue tracking and management system available to the SURE 
Team and the implementation vendor. 
Issue tracking is a standard component of project management for all sizes of 
information technology projects. Issue management is a standard “capability maturity” 
indicator in such projects. We recommend that the implementation vendor work with key 
SURE Project stakeholders to implement immediately a central, uniformly used issue 
tracking and management system available to the SURE Team and the implementation 
vendor.  

The SURE Team should consider the possibility of listing periodic reports from the 
system on the Project Information Center (PIC) website. This practice might signal to the 
counties that the Project received the issue and accepts a responsibility to respond, 
even if the resolution is not totally satisfactory to the county or counties. 

 

FINDING 10.0: The implementation vendor has developed and used with the SURE 
Team a central, uniformly used, integrated risk management methodology or 
tracking system. 

The following language from Chapter 3G of the implementation vendor’s proposal state 
the importance of and proposed procedure for risk management in an information 
technology project.  

“Risk Management 

Our project management team takes a proactive approach to managing risks.  
Risks are an inevitable part of any project; the success of the project will depend 
upon how these risks are addressed.  This section outlines the processes we 
plan to use to identify, analyze, and respond to project risk throughout the SURE 
project.  The ability to identify and mitigate risks is one of the strength’s of 
Accenture’s project management methodology.  It is especially important for the 
SURE project given the Commonwealth’s constraints for participation in the 
project team.  We have included an overview of our approach, a tentative 
summary of the risks, their probability of occurrence, and our proposed response 
to these risks. 

Risk Management Objectives 

Accenture and its teaming partners are successful in the marketplace because 
each of our firms continues to deliver what clients want despite the inevitable risk 
associated with designing and implementing new business processes and 
technology.  In Phase 1 of the SURE Project, we propose that the following 
objectives be met within the first 10 business days of the project:  

• To provide and agree upon a systematic approach for identifying and 
assessing risks, determining cost-effective risk reduction actions, and monitoring 
and reporting progress in reducing risk; 

• To employ an overall risk process that progressively reduces the SURE 
Project’s exposure to events that threaten the accomplishment of its objectives; 

• To incorporate approaches into the project plan that minimize or avoid 
identified risks within the Department and counties or externally at other agencies 
including PennDOT, DOH, General Services and the Office of Administration; 
and, 
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• To focus the attention of contractor and Commonwealth SURE 
stakeholders on minimizing risks and threats to the achievement of the SURE 
Project objectives. 

Risk Management Benefits 

The structured approach to risk management that we outline below helps to 
achieve successful analysis, design, development, integration, testing, 
deployment and operation of SURE.  The following are among the major 
strengths of our approach:  

• We follow a documented, successful risk management methodology that 
offers processes to evaluate and manage risks, issues, and assumptions; 

• Our approach can be customized to meet the SURE project’s specific 
needs, taking into account the PVRA and legal constraints, scope, and type of 
services provided; and, 

• The approach provides a flexible approach and enables ongoing analysis 
of risk while avoiding “analysis paralysis.” 

Structuring risk management in a modular, integrated manner will provide lasting 
value to the SURE project from its inception.  The benefits of using this approach 
to risk management include:  

• A project with more predictable milestones; 

• Reduced deviations from the project plan; 

• Quicker, easier, and low-cost recovery from undesirable events; and, 

• Improved schedules and costs. 

Risk Management Process 

As shown in Figure 3G-6, our team will use a modular and carefully integrated 
risk management process for the SURE Project.  It will provide the foundation for 
effective management and mitigation of risk throughout the five-year project life 
cycle.” 

We requested available SURE Project and implementation vendor documentation of the 
risk management process. However, we received a variety of spreadsheets, word 
processing tables, and project status report sections that addressed specific risk issues. 
The various documents were not comprehensive, integrated, or coordinated across 
project groups. In fact, some of the documents had no titles, authors, dates, or version 
numbers.  

 

RECOMMENDATION 10.0: The implementation vendor should design and 
implement immediately, in consultation with the SURE Team and other key 
stakeholders, a central, integrated risk management and tracking system.  
A risk management methodology is a standard component of project management for all 
sizes of information technology projects. Risk management is a standard “capability 
maturity” indicator in such projects. It is a standard component of project quality 
assurance. We recommend that the vendor implement immediately a central, uniformly-
used risk management system available to key SURE stakeholders.  

The implementation vendor should report on the status of all risk elements routinely as 
part of their periodic project status reports to the DOS Senior Managers. 
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FINDING 11.0: The implementation vendor has established roll out schedules 
without having adequate project contingency plans to protect the ability of the 
counties to support elections. 

During our site visits and interviews with county election officials, we found several clear 
situations in which the process of preparing for the cutover to ESM had left a county with 
no contingency plan if the ESM implementation failed or met with delay. Unfortunately 
the response received by the counties when they expressed concern to the 
implementation vendor had been either “we will not let you fail” or “failure is not an 
option.” The road to information technology implementations is littered with the results of 
those phrases.  

It is an industry-standard expectation that, before cutover to a new or significantly 
upgraded system, there will be substantial test documentation, detailed and documented 
parallel operations, and a Go Live fallback plan. It is simply a bad practice to cut over a 
critical function with no contingency plan. Projects should always provide for (1) an 
adequate period of parallel operations, (2) a clearly defined set of criteria for backing off 
a Go Live date, (3) a mutually agreed upon and flexible support plan, and (4) a clear 
strategy to back off a "Go Live" if it becomes completely clear, and documented, that the 
new system and data conversion will not support an election office. 

 

RECOMMENDATION 11.0: The SURE Project Team and implementation vendor 
should work with each county to develop a clearly documented “County Go Live 
Contingency Plan” prior to each cutover to the ESM system. 
This procedure is standard for significant upgrades or cutovers to mission critical 
systems. The State, the county, and the implementation vendor should have a clear, 
documented understanding of the steps to take if a cutover or upgrade fails. Failure 
might not be an option. However, it is often a reality. 
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Project Documentation and Meetings 
 

FINDING 12.0: While network and operations documentation from the Data 
PowerHouse contains industry-standard use of version/issue, dates, titles, and 
sources of documentation, that uniformity is not commonly shared among other 
SURE Project documentation.  

In general, if quality assurance reviewers cannot find anything else to say about a 
project’s documentation, this finding is the one that surfaces. Unfortunately, it is accurate 
with respect to the SURE Project.  

We found that the Data PowerHouse provided us with materials that followed a standard 
format with structured information for author (source), title, date, and version number.  

However, in general, InfoSENTRY’s documentation review found no uniform use of 
version/issue, dates, and titles on much SURE project documentation. Some individual 
sets of documents, such as specific deliverable documents, meeting agendas, minutes, 
and status reports have followed generally uniform standards.  

Otherwise, document dates, authors, and titles are often missing on single-page tables 
and spreadsheets. Some documents indicate a date of 10-12 with no year. Some 
indicate a date of 20030305; others will use a 5-3-2003 format.  

Some spreadsheets prepared by the implementation vendor for tracking deployment 
steps, survey results, and project issues do not show a title, author, date, or version 
number when viewed online. When printed, the title of the document does not match the 
electronic file name. An example: “Requirements Verification” is the electronic file name 
and “Sign Off of Requirements” is the document name.  

In some instances, we found that documents’ dates were entered in Microsoft® Word 
autodate format. This situation meant that the only official date of the document is the 
date anyone opens the document to read it. 

 

RECOMMENDATION 12.0: The SURE Project, led by the implementation vendor, 
should prepare, publish, and use industry-standard, uniform standards for all 
documentation identification, including for working drafts. 
Industry standards for such certifications as ISO and CMMI require uniform 
documentation identification standards in a project. All documents, spreadsheets, 
graphic presentations should have an author (source), title, date, and version/issue 
number. Generally, this protocol should apply even to working versions of the 
documents. File names for electronic documents should follow standard formats to 
assist in locating and recognizing online documents. This uniform numbering and 
identification is especially important in determining the most recent, updated document 
version. 

While the issue might seem trivial, it is more serious when we recall that SURE’s 
documentation will serve as the official public records and working papers of one of 
Pennsylvania’s largest statewide information systems. 

 



SURE Quality Assurance Review 25

FINDING 13.0: The implementation vendor has not produced adequately 
documented, industry-standard software and data conversion test results. 

The following sections from Chapter 3I of the implementation vendor’s proposal list 
some of the test plans and test activities in SURE’s development in Pennsylvania. 
 

Product Test 

Product test includes development and execution of the system test, the 
integration test, and the user acceptance test. 

Build and Unit Test 

This task includes the ongoing activities for designing Pennsylvania-requested 
enhancements to the annual release of the election.com software.  This task is 
part of the yearly election.com software license cost. 

Acceptance Test 

This task includes testing the Pennsylvania-requested enhancements and any 
other fixes or enhancements that are contained in the yearly release. 

 

From the Work Breakdown Structure in Chapter 3I of the implementation vendor’s 
proposal: 
 

1.3.1.3  Build and Unit Test   
1.3.1.3.1 Software Modifications Build and Test   

Build and test ESM code modifications 
  Build and test interfaces 
  Build and test reports  
 
1.3.1.6  Product Test   
1.3.1.6.1 Product Test Planning   

Develop System Test Plan 
  Develop Integration Test Plan  
1.3.1.6.2 Conduct Product Test   
1.3.1.6.2.1 System Test   

Execute test cycles  
1.3.1.6.2.2 Integration Test   

Execute test cycles  
1.3.1.6.2.3 Acceptance Test  

Execute test cycles 
Acceptance Test Package 

 

We requested copies of all software test plans, data conversion test plans, test scripts, 
and test results from the implementation vendor. We received very little such 
documentation. We did receive some system stress test plans, system interface plans, 
and test results from both plans. We received one set of test scripts, not test results, 
from regression tests for new main software releases. We received one set of graphics 
depicting the high-level data conversion process. 
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However, there are industry-standards software test documentation standards published 
by the IEEE and other groups. We received no documentation from software or data 
conversion tests that had been developed according to such standards.  

 

RECOMMENDATION 13.0: The implementation vendor should provide the SURE 
Project with industry-standard software test plans and test results documentation.  
It is not sufficient to say that the project is using “best practices” because those practices 
are often ill-defined and vendor specific. The SURE Project should prepare all test plans 
and unit, integration, system, and user test results documentation according to published 
industry standards. This documentation is (a) part of established software engineering 
practices and (b) a part of the SURE project’s documentary history that Pennsylvania 
has conducted the project according to industry standards and stakeholder expectations. 

 

RECOMMENDATION 13.1: The implementation vendor should prepare a more 
comprehensive data conversion plan and conversion test plan that includes more 
thorough test scripts, error detection, error correction, and test documentation. 
The implementation vendor, working with the SURE Project Team and a group of county 
users, should meet to identify all problems noted from previous Go Live counties. Based 
at least in part on lessons learned from these previous conversions, the implementation 
vendor should prepare a comprehensive data conversion plan and conversion test plan. 
The test plan for each county should include specific test scripts and test metrics for 
accepting each county’s conversion as being complete and accurate. Ideally, the data 
conversion tests will be part of the user acceptance tests to determine the acceptability 
of the entire system before its final implementation. Typically, the conversion test metrics 
will include criteria for the threshold of allowable errors before determining a conversion 
has not worked.  

 

FINDING 14.0: The SURE Project has not produced adequately documented 
lessons learned from critical project processes and activities. 

Project participants and stakeholders in most information technology projects bandy 
about the phrase “lessons learned” freely. It is common to hear a project manager state 
in a meeting that “This was a lesson learned.” 

However, lessons are not learned until they are documented, recalled, and placed into 
action. We found no central repository of “lessons learned” for the SURE Project.  

The implementation vendor’s proposal (Chapter 3G) recognized the value of such a 
process and repository: 

“The SURE team will collect tips and lessons learned from County sponsors as 
implementations are taking place.  This information will be placed on the PIC 
(described in Chapter 3K) website, along with sponsor contact information, in 
order to create a sponsor network for sharing ideas, knowledge and solutions to 
make County deployments easier.” 

The proposal (Chapter 3K) recognized the value of documented lessons learned in the 
transfer of knowledge from the implementation vendor to the Commonwealth team and 
among all SURE stakeholders.  



SURE Quality Assurance Review 27

 

 

We requested all systematically documented lessons learned and perused the PIC 
website for such documentation. However, we did not find a collection of lessons learned 
prepared according to project management best practices and guidelines from project 
process certification organizations. This lack is contrary to the vendor’s proposal, which 
is incorporated in the contract with the State. 

 

RECOMMENDATION 14.0: The implementation vendor should establish, in 
consultation with the DOS SURE Team, a defined, documented process for 
capturing, documenting, and using lessons learned. 
We recommend that the SURE Project Team and the implementation vendor establish a 
defined process and schedule for collecting and using lessons learned. The 
implementation vendor should document the lessons learned in cooperation with the 
SURE Project Team and place them on the PIC website in an easily accessed format. 

 

FINDING 15.0: County election staff indicated general satisfaction with the training 
manuals, giving very favorable comments to the “step-by-step” instructions. 

Interviews with county election staff indicated a general level of satisfaction with the 
quality of the training manuals. They gave very favorable to the comments to the step-
by-step instructions in the manual and the “Job Aids.”  

A relatively high number of interviewees commented that during training sessions and 
after returning to the office for practice on the system, they found errors in the manual.  

 

RECOMMENDATION 15.0: The implementation vendor should continuously revise 
and update the training and user manuals, incorporating and distributing errata 
sheets and corrections in a timely manner. 
We note that if the project had involved actual acceptance testing by users, State and 
local election staff would have caught and corrected many of the errors before release 
and use of the documentation.  

The implementation should update the manuals continuously and distribute errata 
sheets and corrections to all stakeholders in a timely manner.  

 

RECOMMENDATION 15.1: The implementation vendor should place the user 
manual online at the PIC site or through the ESM “Help” facility. 
The ESM version that we used in our stress test did not have any online “Help” 
capability. We did not find online system or user manuals on the PIC website. Both 
would be good sites for electronic copies of the user manual. This procedure would 

Assist in the Planned Transfer of Knowledge • Document and provide program 
information, lessons learned and FAQs via 
internet based Program Information Center 
(PIC)- described in the Communication 
portion of this section 
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speed the distribution of modifications to specific user manual sections. It also should 
take a minimal amount of effort to place the current manual into a .PDF format that can 
be placed and maintained on the PIC website. 

 

FINDING 16.0: The SURE Project’s Advisory Board and Executive Staff agendas 
are reflecting a more organized and substantive focus on main policy and 
procedural issues facing the project.  

Agendas from these groups’ meetings in 2002 and early 2003 reflect a lack of focus on 
key issues facing the Project. Interviews with participants in these meetings and reviews 
of the meeting agendas indicate a loosely structured discussion of issues and problems. 
Participants state that the meetings often were lengthy and the results were uncertain.  

Agendas for the groups recently reflect a more structured discussion of SURE issues. 
Participants indicate they prefer the more recent practice of time-limited meetings that 
follow the agendas.  

 

RECOMMENDATION 16.0: The SURE Project’s Senior Managers and the 
Secretary’s Executive Staff should review agendas continuously to assure that the 
agendas reflect a clear focus and intent on providing needed information and 
reaching clear decisions. 
Meetings wander if they are not structured. The Secretary has refocused the Executive 
Staff meetings. Meetings with the implementation vendor occur more frequently and deal 
more directly with the policy and management issues facing SURE.  

Participants in status report, Executive Staff, and Advisory Board meetings should 
expect to see agendas distributed in advance. They should expect to see minutes 
distributed that reflect information provided, recommendations made, and decisions 
reached at the meetings. 

 

FINDING 17.0: Many counties eagerly welcome a more active Advisory Board. 

The Advisory Board began meetings in November 2002 after issuance of the RFP, 
conclusion of the contract with the implementation vendor, and the vendor’s placement 
of a “pilot system” in the first county. The Advisory Board has met infrequently, on a 
more or less quarterly basis. This infrequent schedule did not track with the vastly 
accelerated SURE project schedule. Issues piled up quickly and the Advisory Board was 
overwhelmed with discussion items each time it met.  

As a result of these practices, many counties felt the Advisory Board was not used 
actively to provide county input into the project. Most SURE stakeholders welcome a 
more active Advisory Board role, keeping with the spirit and letter of the legislation that 
created it. 

 

RECOMMENDATION 17.0: The SURE Advisory Board should meet monthly with an 
established agenda. 
We are tempted to say that PowerPoint presentations should be barred officially from 
Advisory Board meetings. That format for Advisory Board meetings lends itself to 
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delivering too much canned, “light” information. One reason for the previous length of 
Advisory Board meetings is that their infrequency has led to bottled-up issues for each 
meeting. Several interviewees noted that the information provided in meetings was 
covered at a too high level and too often placed in a “parking lot” for future discussions.  

An agenda should drive the Advisory Board meetings. A focus should be on receiving 
brief, focused project status reports and making as clear recommendations as possible 
to the Department of State. The work of the Advisory Board should deal with major 
policy and procedural issues facing the project. It should serve as a sounding board for 
the Department SURE Project staff to hear from the counties and the implementation 
vendor. 

 

FINDING 18.0: Many counties welcome the move to establish a SURE User Group 
structure as a way to improve county input into the project. 
Many county election managers with whom we visited and spoke welcome the move to 
establish a SURE User Group structure. They believe it will (1) provide a formal county 
voice into the project in addition to the Advisory Board and (2) provide a forum to discuss 
specific ESM performance issues and organize suggestions for system operation.  

 

RECOMMENDATION 18.0: The SURE Project should move ahead quickly to 
establish a SURE User Group and Special Interest Groups (SIGs) during the 
coming Go Live Phases.  
It is a busy time and the busiest election year in the four-year cycle. Nonetheless, it will 
be important for the project to establish a SURE User Group. As with other group 
meetings, the User Group should have established agendas and minutes to document 
its deliberations and recommendations. 

Additionally, the project should consider less formal Special Interest Groups (SIGs) that 
can meet in a more ad hoc manner (even through conference calls) to discuss specific 
technical and operational topics and problems.  
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Project Communications, Training, and Organization 
Change Management 
 
FINDING 19.0: The implementation vendor’s lack of an active, updated 
communications plan since the SURE Project’s early days has damaged the 
project’s credibility among many stakeholders. 

 
Though the implementation vendor’s proposal included the development of a 
comprehensive communications plan, we found no current, integrated project 
communications plan. The implementation vendor did deliver a communications plan in 
August-September 2002. However, we found that the implementer’s project managers 
have not updated the plan and have not carried out many of its tactical tasks. 

The implementation vendor’s proposal acknowledges the effect of NOT managing 
communication in Chapter 3K-pg7—“Communication will take place whether it is managed or 
not. An absence of official communication will be addressed through the grapevine with 
potentially inaccurate or misleading communication.”  

The vendor’s proposal indicates “The Communication Plan describes the types of information 
that will be communicated, how information will be communicated, and to whom this information 
will be communicated. The entire project team will be responsible for executing the actions set 
forth in this plan.” 

The proposal notes that “In addition to the objectives and various types of project 
communications to be provided, the plan also contains a description of each project 
communication vehicle, its purpose, its format, responsible persons, frequency, production, 
distribution, and approval procedures. In general, the project team, under the direction and 
approval of the Project Managers, will issue all out-going project communications in paper and/or 
electronic format. “ 
 
In Figure 3K-1 “Change Management Approach”—which includes communications—the 
implementation vendor presents a two-column table that addresses “What we will do” 
and “How we will do it” presents a good outline for communications.    

 

Change Management Approach 

What We Will Do How We Will Do It 
Assess Readiness for Change: 
• County Election Office and their employees 
• Department of State Election Office staff 
• Other County and State Executives 

• Conduct on-site business assessment with 
Department of State Election department 
management and staff 

• Conduct on-site business assessment with 
County Election Director and staff 

• Conduct change readiness assessment 
through surveys, available on internet 

• Conduct training needs survey 
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Figure 3K-1.  Change Management Approach   
 

InfoSENTRY found that the communications plan delivered in August/September 2002 
remains dormant and largely un-implemented, many of the surveys remain un-
administered, lessons learned remain uncollected, a transfer of knowledge remains 
largely unplanned, and a monthly newsletter remains unpublished.  

This finding echoes the overwhelming response by the counties in our survey. They 
routinely faulted the project’s communication and information dissemination. They were 
routinely unaware of a project communications plan and many of the activities outlined in 
the 2002 version of the plan. They routinely could not identify who was the project’s 
prime contact for communications management. 

 

RECOMMENDATION 19.0: The implementation vendor should update and 
implement the communications plan described in their proposal and contract.   
We commented earlier on the lack of congruity among the RFP, the vendor proposal, 
and the project contract. The area of the communications plan is one area in which the 
incongruity is most evident and has had the most debilitating results on the project.  

A well-designed and implemented Project Communications Plan is critical to the success 
of the SURE Project. 

 

Build and Maintain Project Sponsorship  • Determine appropriate sponsors through 
meetings with Department of State and 
assessments 

• Educate and Coach Sponsors 
• Evaluate sponsorship by survey to validate 

desired results are being achieved 
Plan and Implement the Project Communication 
Plan 

• Confirm and build upon communication plan 
developed for this proposal 

• Utilize existing tools to send messages 
• Evaluate communication methods by survey to 

validate that plan is successful 
Plan and Implement the Project Training Plan • Confirm and tailor training plan provided in this 

proposal based on training needs assessment 
survey 

• Execute training plan 
• Measure success of training through surveys, 

number of help desk calls, etc 
Assist in the Planned Transfer of Knowledge • Document and provide program information, 

lessons learned and FAQs via internet based 
Program Information Center (PIC)- described 
in the Communication portion of this section 

Measure Change Management Programs • Conduct post-training and post-implementation 
customer satisfaction surveys 

• Define Key Performance Indicators for 
Number of Help Desk Calls and Percentage of 
Active System Users 
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RECOMMENDATION 19.1: The implementation vendor should implement fully its 
proposal to integrate communications with organizational change management 
and training initiatives and plans.  
The vendor’s proposal stated clearly that communications plans, training plans, and 
knowledge transfer plans should be integrated into the entire SURE Project organization 
change management plan. That approach is an industry-standard strategy and a true 
“best practice.” We recommend that such an approach has value and should be 
implemented. 

 

FINDING 20.0: The PIC Website is not the “cornerstone” of the SURE project 
communications as it was proposed and specified in the contract. 
 

The implementation vendor noted in its proposal to the State of Pennsylvania,  
“We will use a secure web site, the Program Information Center (PIC), as the 
cornerstone of our project communications (Figure 3K-4).  This site will be the 
central communication vehicle for both internal and external stakeholders of the 
SURE Project and will provide all stakeholders with Internet access to current 
project information.” 

“The PIC will consist of three key areas:  content, actions and administration.  
The content area contains information regarding program metrics, 
communications, and training.  This section of the PIC provides insight into 
project progress and methods, a catalog of project communications, and access 
to training materials and course registration.  The actions area allows the PIC 
users to ask questions submit modification requests, and view FAQs.   The 
administration area provides the capability to modify user profiles.  Through the 
profile, a user can register to receive email notification when selected items of 
interest on the site are posted or modified.  In this way, a user can receive 
updated status reports via email instead of regularly visiting the site. The Links to 
other relevant sites are also provided.  The PIC is a single location for current 
SURE Project information.” 
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Figure 3K-4.  Program Information Center (PIC) 

 

However, the current PIC website has little fresh information. Many of the pages have 
not been updated recently, leading many of the counties to comment that they use it 
infrequently to obtain information about the project. Interviews with county elections staff 
members indicated that the one thing they did like about the web site was the posting of 
the training schedule. It is an area that receives the freshest information. The PIC 
website proposed by the implementation vendor would be a valuable vehicle for 
improving SURE communications. 

 

RECOMMENDATION 20.0: The implementation vendor should implement the PIC 
website as proposed, requesting frequent feedback from the SURE Project staff, 
the Advisory Board, and the SURE user community for constant improvements. 
The PIC website represents both the cornerstone of communications the proposal 
represented it to be and potentially an inexpensive, rapid way to communicate with all 
SURE stakeholders. 

 

RECOMMENDATION 20.1: The SURE Project should place weekly reports, monthly 
reports, meeting agendas, and meeting minutes on the PIC website. 
Placing project meeting minutes and agendas on the website provides a wider variety of 
information and accessibility to information to the counties. This practice reduces greatly 
the effect of rumors spreading about SURE Project events and decisions. Additionally, 
because travel budgets are generally tight, this practice allows the entire stakeholder 
community to benefit from meetings and decisions made that will affect their operations. 

 

Includes Status, Schedule, 
Risk, Action Items, Metrics, etc.

Includes Newsletters, Talking 
Points, Demonstrations, etc.

Includes User Manuals, 
Training Materials, Training 

Schedules, etc. 

Counties 
T-Z 

Counties 
M - S 

Counties  
H - L 

Counties  
A - G 
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RECOMMENDATION 20.2: The implementation vendor should publish on the PIC 
website current organization charts that delineate stakeholder roles and 
responsibilities for the SURE project. 
In integrating a statewide system, it is important to know the roles and responsibilities of 
the SURE project stakeholders—DOS, Counties, the implementation vendor, the Help 
Desk, the Data Powerhouse, and others. Organizational charts need to show the links 
(relationships) among the SURE elections participants and demonstrate how the project 
has structured its human resources for success. 

 

RECOMMENDATION 20.3: The SURE Project should undertake a detailed review of 
the PIC and the PIC strategy, given the substantial resources provided to the 
implementation vendor for the site and the relatively low return on this investment 
to date. 
The implementation vendor’s proposal, work schedule, and project status reports 
indicate a great deal of work on PIC. However, as the finding states, most county 
election staff members have found relatively little fresh material on the site (except for 
schedules). They rely on it for little current, accurate information about SURE. There has 
been an apparent substantial investment in the PIC website and an apparent low return 
on this investment. The SURE Project should undertake a thorough review of what has 
gone into the website, what has worked, what has not worked, and what the next steps 
should to be in order to see that future investments in the site pay off with acceptable 
returns. 

 

FINDING 21.0: The implementation vendor has not delivered a comprehensive 
Organizational Change Management Plan, strategy, or methodology as described 
in its proposal.  

The implementation vendor’s contract and proposal included the development of a 
comprehensive organization change management (OCM) plan and implementation of 
that plan.  Chapter 3J of the vendor’s Proposal is titled “Organization Change 
Management Plan.” The importance and integration of this deliverable is also discussed 
in Chapters 3A “Project Definition,” 3G “Project Management Strategy”, and 3F” Training 
Strategy.”   

In Chapter 3A of its proposal, the implementation vendor writes, “Our change 
management strategy will provide the bridge for a smooth transition to the new system.  It is 
designed to build deep understanding of individual county needs and to motivate all county 
election offices to accept, support and champion SURE—as a solution for both an accurate 
statewide registry and a new and better “tool set” for delivering county election services.” 

In Chapter 3K, the implementation vendor proposes “Our Change Management 
methodology focuses on achieving the overall business goals by setting and adjusting an 
appropriate course of action to reflect business context.  Business context factors, such as 
employee commitment to change and management's success in communicating the need for 
change, are assessed, and mitigating actions are taken to address potential risks. Formal 
measurement techniques are used to provide feedback on a broad set of progress indicators 
throughout the change journey.”   

The implementation vendor’s statement of work (SOW) lists work tasks related to 
proposed OCM plan--“Conduct on-site assessments of each county to determine change 



SURE Quality Assurance Review 35

readiness, training requirements, user responsibilities, current workflows, and other information 
necessary to achieve a successful implementation.” The proposal details conducting a 
“Business Assessment,” “Employee Readiness Assessments” and ‘Training 
Assessments” for all of the counties as part of the SURE project.    

InfoSENTRY has not received documentation indicating that the SURE project 
implemented the plan in the proposal. We found only references to pieces of an 
organization change management strategy scattered in project status reports. We found 
very few coherent metrics by which to gauge the success or shortcomings of the OCM 
strategy and methodology. 

Lessons learned from past large systems implementations-- and as noted in the 
implementation vendor’s proposal—indicate that OCM is a critical to the success of 
these types of projects. 

 

RECOMMENDATION 21.0: The implementation vendor should prepare and 
implement the organization change management plan, strategy, and methodology 
described in the proposal and contract.  
The implementation vendor proposed an OCM plan that was to be integrated with 
training, communications, and project management initiatives. The vendor’s proposal 
highlights the importance of having a good OCM strategy and lists a number of activities, 
tasks, and associated evaluations and measurements for achieving a smooth transition 
to the new SURE system. It was an excellent approach that awaits full implementation. 

DOS should work to see that the implementation vendor complete the ‘What we will do” 
and “How we will do it” activities noted in Figure 3K-1 “Change Management Approach” 
of their contract/proposal. (Please see Figure 3K-1 above.) 

Typically, the challenge of implementing a new system and undertaking a large-scale 
program involves moving stakeholders from a basic level of awareness of the program 
and its issues to a level of complete adoption of the program. OCM plans typically 
involve plans and metrics along the lines of the following table:  

 

Level of shared vision and organizational support for a 
program Scale 

 Awareness of the program and its issues 1 
 Understanding of the program and its issues 2 
 Acceptance of the program and its meaning to the 

organization 
3 

 Commitment to realizing the program and making it 
succeed 

4 

 Adoption of the program as an integral part of the job and 
the organization 

5 
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FINDING 22.0: The SURE project has not used continuous "readiness 
assessments" to provide a county-by-county picture of where each county stands 
on its overall readiness to Go Live with the new system. 

The implementation vendor team developed various planning and tracking documents to 
track network circuit deployment, initial hardware deployments, and training attendance. 
These indicators of county “readiness” clearly exist. However, as late as the middle of 
January, the project was not reporting to the Senior Managers at DOS a clear snapshot 
of the overall readiness of each county to Go Live in Phase 3.  

We understand that the Project started developing such overall readiness assessments 
after the beginning of the QA review. 

 

RECOMMENDATION 22.0: The DOS SURE Team and implementation vendor 
should develop a reporting structure to assess concisely and frequently each 
county’s Go Live readiness. 
The project needs to develop and maintain a comprehensive "County Go Live 
Readiness Index" and provide that information in summary format to the Department of 
State’s Executive Staff each week. This procedure also fits completely into a well-
organized change management process for the SURE Project. Regardless of the 
detailed procedures used to arrive at the assessment, the SURE Team, the 
implementation vendor, and each county should agree upon a "dashboard" assessment 
of each county’s readiness to Go Live. 

 

RECOMMENDATION 22.1: After each Go Live date, the SURE Team and the 
implementation vendor should report on the “adoption index” of each county’s 
use of the ESM system. 
After the Go Live date, the “readiness index” should shift to an “adoption index” that 
reflects an assessment by the SURE Team, the implementation vendor, and the county 
elections office of how well the county adopts and uses the SURE system. This 
procedure will assist the SURE Team and implementation vendor in focusing attention 
on counties that are adopting the system less completely. It also will provide an accurate 
reflection of the statewide adoption and use of ESM. Communicating that information 
routinely among the stakeholders will assist in removing less formal, often rumor-driven 
assessments of system use and user satisfaction. 

 

FINDING 23.0: County election personnel do not express the same level of 
satisfaction with the overall structure of the training plan as they do with the 
trainers provided for the introductory training. 

County election personnel with whom we spoke generally gave high marks to the 
trainers, particularly in the introductory class. They indicated that the trainers did a good 
job covering the material in the short time allotted for the total training and the time 
allotted for the individual modules.  

The interviews led to two additional comments about the training structure and content. 
The most striking comments were about the initial day of “overview training.” We found 
very few positive comments about the quality of this initial day of training. The comments 
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pointed to a question about the purpose of the overview itself. While commenting that 
the trainers were pleasant and eager to please, many county election staff also 
questioned the purpose of the activity and commented that it was mainly a “PowerPoint 
P.R. session.” Several went so far as to comment that it was a waste of time and 
resources. 

Other county interviewees questioned the wisdom of a training staffing plan that 
immediately required county staff to call the Help Desk for questions following training 
instead of calling the instructor. Several interviewees suggested a process through 
which they could call the trainer for follow-up questions until they went into production. At 
that point training contact would cease and normal Help Desk support would begin. 

 

RECOMMENDATION 23.0: The implementation vendor should develop a detailed, 
written analysis of the training surveys and implement a continuous improvement 
process for the training during the coming rollouts.  
The implementation vendor’s training program receives survey results from students 
after training classes. This practice is an industry-standard practice for professional 
training programs. We recommend that the implementation vendor prepare a written 
analysis of the training program and conduct after action reviews of classes as part of a 
continuous improvement process for the training program. The implementation vendor 
must be prepared to make both tactical and strategic changes in the training program to 
meet county knowledge requirements.  

 

RECOMMENDATION 23.1: The implementation vendor should consider changing 
the practice of having training students call the Help Desk with questions 
immediately after training classes, encouraging them instead to contact trainers.  
Several county election staff members noted that after introductory training, the 
implementation vendor required them to call the Help Desk with all questions—before 
they had gone live on the system. The difficulty with this scenario is that the Help Desk 
personnel are not necessarily trainers and might not have any indication of the context of 
the student’s question. 

The implementation vendor should consider changing this procedure to allow trainees to 
contact trainers with questions after classes and before they have gone live. This 
approach properly views the time between training and the Go Live date as training 
instead of viewing it as user support. After the Go Live date, the assistance reasonably 
switches to a production support condition. 

 

FINDING 24.0: The implementation vendor’s training program did not consider 
adequately that the county stakeholders needed training in the new business 
processes, new operations, and the new environment of a statewide voter 
registry—in addition to use of the new ESM software. 

Implementing a statewide voter registry requires that counties understand the new 
processes, new operations, and new environment for a successful, integrated system.  
This project is not simply a software installation. For counties to be successful, counties 
need an understanding of the information flow throughout the whole elections supply 
chain including who does what, when they do it, and what happens if they don’t.  Without 
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that view, it will be hard for counties to fully understand the interdependence and 
coordination needed to make SURE successful. 

 

RECOMMENDATION 24.0: Training materials should include a SURE overview 
presentation, that explains how the structure of SURE (not just the ESM software) 
must change county voter registration process flows and approaches to work.  
An overview presentation will assist in communicating the “who, what, why, how, when 
and where” of the SURE project. The presentation should provide information on the 
mission, the guiding principles, the legal requirements, the organization, roles and 
responsibilities, the implementation schedule, training schedule, the “before” and “after” 
views of converting from 67 single-county systems to a statewide system, the lessons 
learned from the implementation vendors’ previous statewide implementations, and 
where to get more information outside the classroom.  

We recommend that the Department of State should have some of their staff members 
assist in the introductory training class to provide proper orientation to the new SURE 
environment and the procedural requirements it will entail. While the implementation 
vendor is in the ideal situation to provide training on the software implementation, the 
Department of State is in the better position to provide an overview on SURE’s role in 
the Pennsylvania election management setting. 

 

FINDING 25.0: There is some local skepticism, resistance, and even hostility 
toward the system that will make implementation very difficult and hinder 
teamwork. 

Interviews in counties throughout Pennsylvania indicated that there is local skepticism, 
resistance, and hostility toward the SURE implementation. 

“This system takes us backwards instead of forward.”  “Processes are 
cumbersome.  It takes 12 steps to process a voter.  Our system has three 
steps.” 

“Communication, suggestions don’t seem to go anywhere.   There was 
verbal propaganda, but no substance.” 

“The system is slow with 6 counties on it.  I know Accenture and the State 
say to trust them that it will be faster.  But what happens if it crashes?  
The press will focus on us if there are problems, not the state.” 

While many of the responses came about largely as a result of “venting and ranting 
because you are the first ones to have asked us” (as one respondent said) the SURE 
Project cannot underestimate the depth and sincerity of some of the skepticism and 
resistance.  

A good deal of this resistance rests in the now Federally-mandated change in election 
management authority and responsibility from the county to the State level of 
government. A full 250 years of elections practice and process with change in a very 
short time. This rapid change has led to considerable resistance among the counties 
who have lost some of their authority in the process. 

Concrete steps in addition to the substantial ones taken in recent months by the 
Secretary and the Department of State need to be taken on a continuous basis to 
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address these concerns and feelings. Additionally, the implementation vendor should 
plan on committing more resources than appear in current Go Live plans to support all 
67 counties when the system is in full, statewide production and use. 

 

RECOMMENDATION 25.0: The implementation vendor should consider creating 
“points of contact” (customer representatives) assigned to counties who can 
assist in the coordination of communications and resolution of problems. 
Selecting implementation vendor resources that have direct contact weekly with 
assigned counties to collect ideas, track issues, and address general concerns is an 
idea that the project should explore. Each county should have one person on the 
implementation vendor’s team as the primary point of contact for the SURE Project. This 
closer contact would help the Project ensure that the “left hand DOES know what the 
right hand is doing.” The points of contact should have a primary mission of seeing to it 
that the counties to which they are assigned adopt the system and optimize their use of 
all the system’s capabilities.  

 

RECOMMENDATION 25.1: The SURE Project should collect and document lessons 
learned from county Go Lives and distribute them to the counties.  
An impression that the DOS and the implementation vendor do not listen to the counties 
or understand their issues accelerate the counties’ skepticism, resistance, and hostility. 
At times the counties’ reactions boil over and cross the line of respectful communication 
because of a feeling that no one is listening and acting on their concerns. The challenge 
of any large implementation is not to repeat mistakes already made on the project or 
abandon processes that are successful. Ensuring that lessons on how to maintain 
processes that went well and how to change those that need improvement are 
documented and used can assist in maintaining proper project momentum. 

 

FINDING 26.0: Many county election staff noted during interviews that they have a 
more positive attitude toward SURE now because they believe the DOS and the 
Project are developing useful, effective communication channels. 

During our interviews and onsite reviews, county election staff mentioned that they are 
starting to feel more positive about the future of SURE because they now have some 
useful forums for their ideas and issues.  

Several county election managers mentioned that they had recommended some type of 
independent review for the project early in 2003. They indicated they were pleased to 
see it is happening and give credit to the Secretary for moving the process ahead.  

The recent training sessions have had another positive effect on project 
communications. Training attendees commented during the interviews that trainers had 
answered questions better than in previous sessions. The attendees noted that when 
trainers did not know the answers to questions, they had found and relayed answers 
before the end of the session instead of referring students to the Help Desk.  Trainers’ 
careful documentation of the counties’ issues and concerns led the counties to believe 
that their concerns and questions were being taken seriously. Some interviewees 
mentioned that the Secretary of the Commonwealth’s direct involvement and interest in 
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the Project had made a positive difference on the Project’s communication flow in the 
past few months. 
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Technical Review 
A requirement of the QA review was to assess various technical characteristics of the 
SURE system. InfoSENTRY carried out this section of the QA review by means of  

(1) interviews with Department of State, county, and implementation vendor 
personnel,  

(2) reviews of documentation provided by State, county, and vendor stakeholders, 
and 

(3) tests performed on the ESM system.  

These findings and recommendations derive from these interviews, reviews, and tests. A 
detailed copy of the performance test upon which we base the findings and 
recommendations is at the end of this chapter. 

 

FINDING 27.0: The data conversions and short times between receipt of the final 
conversions and the Go Lives in the Phase 1 and Phase 2 counties have resulted 
in inaccuracies that continue to cause work and cleanup in the counties that have 
gone live. 

The data conversions in the first six Go Live counties did not go smoothly according to 
the interviews and the documentation reviews. Because of difficulties obtaining and 
converting legacy vendors’ data files (namely, some of the Rosetta systems’ transaction 
files), portions of some counties data files were not included in the conversions. Because 
of the very aggressive schedule, over 30,000 signature files in one county were missing 
from the finally converted database.  

The point of this review is not to assess “blame” or “source of error” for this omission. 
The point is to say that the speed of the implementation led to a condition that 
compromised the basic quality of the data conversion. This compromise will require 
significant effort to correct while at the same time potentially questioning the underlying 
accuracy of the entire conversion effort. 

With the aggressive schedule under way to bring the remaining 61 counties into the 
system and the tremendous volume of data involved in the conversions, there is an 
increasing risk of data error. Given registration records of 7,000,000 voters, a 1% error 
rate will result in 70,000 incorrect voter registration records. Those errors could be 
simple typos or they could result in significant questions or delays at the polling place. 
Those errors could result in a simple inconvenience or they could force voters to cast 
provisional ballots, thereby creating consternation for the voter and more work for the 
election officials. 

The implementation vendor proposed and has executed a data conversion plan that did 
not contain sufficient test results documentation. Test documentation does not indicate 
any solid metrics upon which to base an assessment and acceptance of any particular 
county’s conversion.  
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RECOMMENDATION 27.0: The implementation vendor should establish a 
documented conversion plan, documented quality tests, and documented quality 
measurements for each county’s data conversion to establish the quality level 
that will be required before the county’s converted database moves into 
production.  
The plan, tests, and measurements should allow a definitive assessment that the 
implementation vendor and each county have achieved an acceptable level of data 
conversion quality. The plan, tests, and measurements should be applied to all counties’ 
conversions that will occur after May 1, 2004. 

For counties that are going live now, the implementation vendor and each county should 
prepare a “retro” data conversion test that can be applied to uncover any sources of 
routine, common error in their data conversions. When the vendor or county discovers a 
data discrepancy, they should make an immediate, documented determination if the 
error resulted from a conversion of bad data from the county’s original database or if the 
error occurred during the conversion.  

The implementation vendor should report weekly to the SURE Project Team the number 
and nature of errors detected both in the databases that have gone live and in the ones 
currently being prepared for a future Go Live. 

 

FINDING 28.0: The counties report that there have been outages and slow system 
performance that interfered with registration and election processing operations. 

During interviews with the counties, there have been “system hangs” and “times when 
the clock just seemed to stay there forever” during periods of normal processing. These 
instances are now well known among the counties.  

 

RECOMMENDATION 28.0. The implementation vendor should use the tracking 
capabilities of the server operating systems and the database management 
system to track and report on system problems. 
It is terribly easy to lapse into simple explanations of problems to users. The explanation 
that “there is a network problem” is any easy one to give to stakeholders. However, while 
it tastes great in the short run, it becomes less filling after only a few times. 

The implementation vendor should use the full resources of network sniffers, operation 
system utilities, and database management performance tools to monitor the cause of 
outages and slow system performance. The vendor should provide weekly reports of 
performance metrics—along with Help Desk summaries of calls relating to outages and 
poor performance—to the SURE Project Team. The vendor should present simple, 
accurate statistical data each month to stakeholders of the system’s availability and 
performance. At the same time, the SURE Team should encourage county stakeholders 
to submit reports of outages (“system hangs”) and poor performance directly to the 
SURE Team after they have reported the instances first to the Help Desk. 
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FINDING 29.0: The implementation vendor has made a solid selection of SQL 
Server as the enterprise-wide database for the statewide voter registration 
database. (Please see the detailed Performance Test narrative at the end of this 
Technical Review chapter for detailed information.) 

Microsoft® SQL Server operates in environments that are significantly larger and more 
complex than the one planned for the SURE system. The SQL database management 
system has gained in robustness and stability. It offers a performance profile that has the 
capability of supporting many hundreds of concurrent, simultaneous users involved in 
complex data entry, inquiry, and reporting operations. 

 

RECOMMENDATION 29.0: The implementation vendor should provide 
stakeholders with examples from the Microsoft® Knowledge Base of enterprise-
wide information system deployments based on the SQL Server database 
management system. 
This step will be useful in the short term to counteract the rumor mill’s concerns that 
SURE’s underlying database management architecture is not sufficient to support an 
enterprise-wide application of the size and complexity of SURE. To paraphrase Winston 
Churchill, a falsehood can travel halfway around the world before the truth can even get 
out of bed and put its boots on. The SURE Team should not assume that just stating that 
the database is Microsoft® SQL Server will carry any necessary weight or legitimacy. 
The weight and legitimacy must be established and re-established as needed. 

 

FINDING 30.0: The vendor’s system takes advantage of software design and SQL 
database techniques to prevent data corruption when more than one user 
attempts to update a voter's registration record at the same time. (Please see the 
detailed Performance Test narrative at the end of this Technical Review chapter 
for detailed information.) 

During the technical review and performance test, we created several scenarios during 
which we attempted to update the same record with conflicting values simultaneously. 
The application, as provided to us for testing, prohibited us repeatedly and consistently 
from making these intentional data corrupting moves.  

 

RECOMMENDATION 30.0: A test with an intentional effort to corrupt data by 
simultaneous updates or overwrite actions should be part of every system, 
acceptance, and regression test.  
The requirement for an application and database to prevent multiple users from 
corrupting a database by entering conflicting values for a single record or field in the 
database is fundamental. While the move is unlikely, it can have a very damaging effect 
on data quality. The implementation vendor should test periodically the capability of its 
system to prevent this source of data corruption. 
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FINDING 31.0: The SQL Server database structure, as installed by the 
implementation vendor, will enable the Department of State to install and support 
a database that is in compliance with HAVA’s requirements for a statewide voter 
registration system. (Please see the detailed Performance Test narrative at the 
end of this Technical Review chapter for detailed information.) 

HAVA requires a statewide voter registration database that can provide all functions 
required to support the official registration records of all voters in a state. Based on our 
reviews of the database schema, the implementation vendor has installed a database 
structure that is in compliance with this basic HAVA requirement. (We will note a 
separate issue of concern regarding the operation of the system that has a potential of 
introducing duplicate records in the database.) 

 

RECOMMENDATION 31.0: The implementation vendor should include in its 
regression tests for each new build a certification that its database management 
structure and software comply fully with HAVA requirements.  
The implementation vendor provides periodic releases of its ESM software to the State 
of Pennsylvania. With each release, the vendor carries out regression tests to assure 
that the new release has not compromised the integrity and capability of the system. 
Along with the results of those regression tests, the implementation vendor should 
provide a certification that the new build has not taken any steps or modified the 
database in any manner that will make it non-compliant with HAVA. 

 

FINDING 32.0: The implementation vendor has largely accepted the default 
settings of the SQL Server database management system at the time of its 
installation, a step that negatively affects the performance of the Election System 
Management software. (Please see the detailed Performance Test narrative at the 
end of this Technical Review chapter for detailed information.) 

SQL is a complex database management system. Like most packaged software, when it 
is installed it has a wide range of default parameters. Like most packaged software, the 
software must be configured and “tuned” to run properly.  

During our performance test, we examined the basic parameters of SQL Server on the 
SURE server. The systems default parameters appear to have been largely left intact. 
As databases change and as Pennsylvania adds more users to the environment, it 
grows increasingly likely that the default parameters will fail to provide the level of 
performance required. 

We did not find that the implementation vendor provides onsite database management 
expertise to monitor system performance routinely and modify SQL database 
parameters as the user mix and system workload change. 
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RECOMMENDATION 32.0: The implementation vendor should provide onsite the 
expertise of a trained, experienced, certified database analyst to modify SQL 
Server’s database parameters periodically as the user base grows and the 
database gets larger. 
It is a standard practice to modify and maintain the complex, underlying parameters of a 
relational database management system. The implementation vendor, as part of its 
implementation services and continuing maintenance, should provide periodically the 
expertise of a trained, experienced, and certified database analyst to modify SQL 
Server’s database parameters.  

Our review team actually found it surprising that such expertise is not onsite during this 
period of near-term growth in the database contents and user base to carry out this kind 
of routine database maintenance.  

 

FINDING 33.0: The vendor has not structured its implementation of the SQL Server 
database in a normalized manner, creating potentially significant data 
maintenance issues and introducing substantial difficulties in writing ad hoc 
reports on the data. (Please see the detailed Performance Test narrative at the end 
of this Technical Review chapter for detailed information.) 

It is an industry-recommended “best practice” to design a database in what is typically 
referred to as a “normalized” structure. A normalized structure, particularly when 
combined with an active data dictionary model, takes a great deal of time and design 
effort to create. However, once completed, a normalized structure will significantly ease 
database maintenance tasks. It will allow trained end users to prepare ad hoc reports on 
the data contained in the database.  

The implementation vendor’s database structure for ESM is not normalized and appears 
not to have an active data dictionary. These conditions will make database maintenance 
and modifications much more difficult tasks. They also explain partially the difficulty in 
writing ad hoc reports from the database. 

 

RECOMMENDATION 33.0: DOS should require the implementation vendor to 
prepare a plan for normalizing ESM’s database, using an active data dictionary, 
and providing the upgraded database structure to the SURE Project as part of on-
going maintenance and support. 
We understand that the vendor is working on a new software release that might or might 
not involve re-design of the database. We also understand the significant nature of a 
redesign of a relational database from a highly non-normalized structure to a normalized 
structure. However, DOS should begin immediate discussions with the implementation 
vendor to assure a more proper implementation of a normalized database structure and 
an active data dictionary in the new release if it is to be used in Pennsylvania. That long-
term structure will have significant benefits in being able to maintain the SURE 
application and in being able to prepare user-designed, ad hoc reports. 
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FINDING 34.0: ESM’s “front end” based on Microsoft Access and Visual Basic 
Application is the largest single performance bottleneck of the SURE system, 
particularly when combined with (1) a non-normalized database and (2) a DBMS 
that has not been configured or "tuned" optimally. (Please see the detailed 
Performance Test narrative at the end of this Technical Review chapter for 
detailed information.) 

We understand from briefings by the implementation vendor that ESM bases its “front 
end” (that is display, data entry, inquiry, and reporting management functions) on 
Microsoft Access and VBA. We assume that the reference is to Access 2000. However, 
we did not receive verification of that from the vendor. 

Applications written with Access-based front-ends are common in small and relatively 
simple environments. However, when considering development of front ends for SQL 
database environments, it is a more common practice to use other languages. The 
following language from a technical website www.sql-performance-server.com (dated 01 
July 2001) offers this suggestion.  

“If you are really interested in the fastest performance, don't use Access as a 
front-end to a SQL Server database. While Access is relatively easy to learn and 
fast to develop in, its performance if poor when compared to other front-end 
options. But if you like to develop in Access, or don't have any choice, then the 
tips on this page will help a little to boost your application's performance. [6.5, 
7.0, 2000]” 

Access offers speed in development. However, activating an “instance” (or “session”) of 
Access for every user who connects to the system places a significant amount of 
overhead on an application servers. Also, use of Access also requires a great deal of 
caution because developing a program function quickly—and without proper, detailed, 
documented testing—can result in significant additional performance bottlenecks.  

When the overhead of Access adds to the situation of a relatively non-normalized 
database and an underlying DBMS that has not been tuned constantly, the system can 
appear sluggish when performing what might otherwise be seen as routine tasks. As the 
user load on the application and database servers grows, the problems likely will grow. 

 

RECOMMENDATION 34.0: DOS should require the implementation vendor to 
prepare a plan for migrating the application to a “front end” application based 
using a development platform other than Access and VBA and providing the 
upgraded application to the SURE Project as part of on-going maintenance and 
support. 
We understand that the vendor is planning to or has already started conversion of the 
application using another development platform. We also understand the significant 
nature of such a change. However, DOS should begin immediate discussions with the 
implementation vendor to assure implementation of the re-programmed application in 
Pennsylvania. That long-term change will have significant benefits in being able to 
maintain the SURE application and reduce performance bottlenecks as user demands 
increase. 
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FINDING 35.0: The SURE application and database environment's lack of both 
stability and database tuning limits the system's ability to support the projected 
load of county users and its growth potential during an overly aggressive rollout 
schedule. (Please see the detailed Performance Test narrative at the end of this 
Technical Review chapter for detailed information.) 

The combination of the (1) need for tuning and stabilizing the SQL Server database, (2) 
need for improved structure and stabilization of the SURE database, and (3) 
performance overhead associated with Access all limit the ability of ESM to support an 
aggressive rollout to 61 additional counties in the next two months. It increases the risk 
that users will confront at least slower response times and at worst increased failures to 
establish and maintain reliable connections to the SURE application and database. 

During the performance tests, we were able to render the application functionally 
inoperative by running large queries. The only way we could restore normal functionality 
was to reboot the database server and log back in to the application server. This type of 
effect on the system appears to effect primarily screen-displayed queries, not report-
based queries. 

 

RECOMMENDATION 35.0: The SURE Team and the implementation vendor should 
re-structure the Go Live plan to phase in the counties over several months to 
allow for gradual database parameter adjustments, software modifications, and 
network architectural adjustments. 
Given the application and database limitations and instability that surfaced in the 
performance test, a rapid deployment that adds large numbers of users to the system in 
a short time period will add unnecessary risk to the SURE Project. A more gradual and 
phased-in implementation will allow the SURE Team and the implementation vendor to 
carry out badly needed DBMS tuning activities, carry out more methodical database 
conversion testing and cleaning, and make needed application modifications. A phased-
in implementation will allow a re-introduction of quality assurance steps that will 
otherwise be missing during a more aggressive schedule. Also, a phased-in approach 
will allow the implementation vendor to assist the Phase 1 and Phase 2 counties to clear 
up pending functional and database conversion issues. 

 

FINDING 36.0: The structure of the system and the choice of MS-Access as the 
"front-end" application environment mean that expansion of the system beyond 
its planned user base of approximately 400 users will require purchase of 
additional server equipment. (Please see the detailed Performance Test narrative 
at the end of this Technical Review chapter for detailed information.) 

The implementation vendor has determined that the maximum number of active user 
sessions on an application server at any given time is 40. A primary reason for this 
limitation is the requirement for each user session to start an “instance” of Access, which 
requires significant server resources. 

The implementation vendor has structured the “server farm” with 10 application servers 
and one server for the SQL database. If the SURE user base exceeds 400 simultaneous 
sessions, the SURE Project can purchase additional servers to support the additional 



SURE Quality Assurance Review 48

instances of Access. This process allows continuing scalability of SURE to meet growth 
demands. 

 

RECOMMENDATION 36.0: DOS should discuss with the implementation vendor 
plans for re-designing the application toward an architecture that will have less 
application overhead. 
This approach will allow the application servers to direct more of their memory and 
processing resources toward meeting user demands instead of supporting the overhead 
associated with Access. 

 

FINDING 37.0: The SURE system uses sound encryption procedures for 
transmitting data between county sites and the Pennsylvania's Data PowerHouse, 
but does not appear to store some sensitive data in an encrypted format. (Please 
see the detailed Performance Test narrative at the end of this Technical Review 
chapter for detailed information.) 

When a county election office enters data on a voter registration record, the data are 
encrypted by industry standard procedures from the county “client workstation” to the 
SQL database. This approach helps assure against unauthorized interception, viewing, 
and modification of the records in transit. 

The vendor’s proposal in Chapter 3E states: 
“Data must also be protected while in the database itself.  The proposed solution 
uses an additional layer of authentication by the database in order for the 
application to gain access to the application data.  This allows only administration 
tools and utilities to gain access to any of the system database tables used to 
store the role-based security information as well as other sensitive application 
data.  It also prevents direct access to the data by a user in the unlikely even that 
the various layers of security around the database are able to be bypassed.” 

While the database itself has significant data security capabilities, there is one set of 
data that does not appear to reside inside the database and does not appear to reside in 
encrypted format. That data set contains the digitized signatures of the registered voters. 
This data set appears to reside in a set of files that are external to the database. 

 

RECOMMENDATION 37.0: The implementation vendor should consider extending 
encryption or other additional security measures to any voter registration and 
election administration data elements as it re-designs its application. 
We understand the potential impact on performance of carrying out this 
recommendation. However, it is important to assure that files as sensitive as digitized 
signatures remain as secure as possible from unauthorized interception or modification. 

 

FINDING 38.0: The choice of the Citrix thin-client architecture has bolstered and 
simplified security management of the SURE system. (Please see the detailed 
Performance Test narrative at the end of this Technical Review chapter for 
detailed information.) 
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As described in documentation provided by the implementation vendor and as we 
observed during the performance test, the choice of the Citrix thin-client, thick-server 
architecture has bolstered and simplified security management of the SURE system. 

 

FINDING 39.0: The vendor’s system detected and blocked our team's efforts to 
overwrite and bypass security procedures. (Please see the detailed Performance 
Test narrative at the end of this Technical Review chapter for detailed 
information.) 

We attempted a minimal effort to overwrite and bypass security procedures of the 
application and database during the performance test. The security implementation of 
the SURE system detected and blocked our efforts.  

 

RECOMMENDATION 39.0: The SURE Project should develop a security 
management plan according to emerging Federal (that is, National Institute of 
Standards and Technology) and international guidelines and carry out standard 
security assessments periodically. 
Our efforts at security breach of the SURE system were minimal and unsuccessful. 
However, given the nature and importance of the SURE system, it is incumbent on the 
DOS to assure that it meets stringent information system security requirements. HAVA 
requires in Section 303:  

“(3) TECHNOLOGICAL SECURITY OF COMPUTERIZED LIST.—The 
appropriate State or local official shall provide adequate technological 
security measures to prevent the unauthorized access to the 
computerized list established under this section.” 

Unfortunately, we can only measure “adequacy” of security measures after the fact. If a 
person successfully breaches security measures, the measures obviously were not 
adequate. The only alternatives to waiting are planning and acting on the plan. DOS 
should take the initiative to develop a security management plan according the emerging 
Federal and international guidelines for such plans. Additionally, DOS should carry out 
periodic security assessments and network penetration assessments to measure 
progress in meeting the plan’s requirements. 

 

FINDING 40.0: The implementation vendor and the SURE Project have "built out" a 
well-planned, maintainable, scalable, and generally reliable enterprise network 
architecture. 

The implementation vendor and the SURE Project have “built out” a well-planned 
enterprise network architecture that is capable of supporting the network operations of a 
statewide voter registration system pursuant to Act 3 and HAVA. 

We examined the network architecture documentation and discussed its characteristics 
with the implementation vendor, SURE Team members, and State network technical 
staff. The entire team has a well-documented architecture that leverages expertly 
Pennsylvania’s investment in network technology. 
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RECOMMENDATION 40.0: DOS should carry out an annual review of the 
documentation for the enterprise network architecture. 
The network reaches throughout the state. It connects with 67 separate county 
environments that change frequently. Demands change frequently for use of shared 
telecommunications lines (such as the T-1 lines widely used by SURE) to the counties. 
Communication technology and vendor services change frequently. DOS should carry 
out an annual review of its statewide network documentation to assure that it is current 
and accurate. 

 

FINDING 41.0: The implementation vendor has developed a good test environment 
in which to test new software configurations and database conversions. 

The implementation vendor has developed a good and well-documented system 
environment in which to test new software configuration and database conversions. It 
offers an ability to isolate test activities from the production environment and avoid 
negative impact on performance for users. 

 

FINDING 42.0: The arrangement of the servers for "load balancing" is based on a 
sequential assignment procedure that provided basic "fail over" capabilities, but 
is not as genuinely load balancing as a statistical-based procedure for assigning 
user requests to servers. (Please see the detailed Performance Test narrative at 
the end of this Technical Review chapter for detailed information.) 

The procedure for balancing the load on the 10 application servers follows a sequential 
assignment of user sessions to application servers be a server that has been designated 
as the “load-balancing” server. By way of general example, the load-balancing server will 
assign the first user session to Application Server1, the second user session to 
Application Server2, and so forth as users log into the system and servers remain 
available. In the event an application server fails, the load-balancing server will assign 
the users to another available server when they log back into the system. 

This approach is a simple and relatively easy-to-administer approach to load balancing. 
However, it has a disadvantage of creating actual load imbalances on an individual 
server. Given the luck of the draw, it is possible and even likely that a single application 
server will host sessions by three or four users requiring significant processor resources. 
These users might be producing large street lists or pollbooks. They might be 
reassigning large numbers of registered voters to new districts.  

As a result, the user session on this application server might experience poor 
performance while other application servers have resources to spare because of light 
use. At the same time, the load-balancing server might actually continue to assign new 
user sessions to the saturated server if it is in the sequence for a new session. 
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RECOMMENDATION 42.0: The implementation vendor should examine the 
possibility of a statistics-based load balancing procedure to assign user sessions 
to application servers. 
Statistics-based load balancing is more complicated and more expensive to initiate. 
However, most research in complicated environments indicates a better level of overall 
performance for all users. 

 The load-balancing server collects statistical data, such as processor use and memory 
saturation, on the application servers. Typically, these statistics look historically at the 
servers over a period of a few seconds, minutes, or hours. When a new user requests a 
session on the network, the load-balancing server assigns the session to one of the less 
busy application servers.  

The result is a more evenly balanced pattern of use across all servers, providing a 
greater probability that one or two servers will not be pinned to the wall while seven or 
eight other servers have resources to spare. 

 

FINDING 43.0: The vendor’s system complies with Act 3’s requirements for a 
system that avoids data loss, yet it does not have a documented, tested business 
continuity or disaster recovery plan commensurate with (1) industry expectations 
for a mission critical information system and (2) the contractual requirement to 
deliver a documented disaster recovery plan. 

Act 3 requires that the SURE system “(14)  Be designed with an emergency recovery 
system to insure that registration records are not lost in the case of an emergency, 
natural disaster or other such event that could cause the system to malfunction.” 

The SURE system complies with this requirement by nature of the backup procedures in 
place at the Data PowerHouse. It is unlikely that “registration records” will be lost in case 
of an event that causes the system to malfunction.  

However, this compliance does relatively little to assure that the system itself will be 
available for use during disasters.  

In Chapter 3D of the vendor’s proposal there is an indication that its implementation of 
the SURE system will provide “comprehensive disaster recovery technologies and 
procedures...to minimize the impact on the end user” in the event of a disaster. 

In Chapter 3I the vendor’s proposal indicates a work breakdown task to “Analyze 
Disaster Recovery requirements.” 

In Chapter 7 of the proposal, the vendor’s response on technical requirements indicates 
the following two items: 

9 The system shall include contingency planning and 
disaster recovery procedures.  The Contractor shall 
provide a recommendation that will address the 
issues of disaster recovery and backup plans. The 
proposed system shall meet Commonwealth 
standards for disaster recovery that may be found at 
the OA/OIT website, unless the Contractor is able to 
provide a substantially better business case to 
achieve the desired results. 

Y The proposed solution will make use 
of existing contingency plans and 
disaster recovery procedures with 
modifications as necessary.  
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10 If the proposal includes hosting at the Willow Oak 
facility, some Disaster Recovery services are 
provided.  However, the Commonwealth will hold the 
vendor primarily responsible for disaster recovery.  If 
the vendor is proposing to use the Willow Oak facility, 
the Bidder should be aware that it would be required 
to interact with the Commonwealth’s data center 
provider. 

Y The proposed solution will be hosted 
at the Willow Oak facility.  Since 
Unisys currently manages this facility, 
the management of the proposed 
solution will be an extension of the 
current contract. 

 

In the vendor’s Microsoft® Project workplans dated 21 April 2003 and 05 May 2003 a 
task appears with the name “Create Disaster Recovery Plan.” 

In the vendor’s “Sure Monthly Status Report 30 June 2003” an action item reads as 
follows: 

 

Action Items 
# 

Item/Status 
Due Date 

335 Add section to Disaster Recovery Plan that takes into account 
offsite storage of backups--we need to preserve all paper and 
electronic transactions since last backup in case of a disaster that 
requires offsite backup to be restored 

27-Dec-02 

15-Apr-03 

15-Jun-03 

 

(The highlighting is in the copy of the document we received in response to our 
documentation request.) 

However, we received no response to our request for a copy of the SURE Project’s 
Disaster Recovery/Business Continuity Plan. Based on interviews with SURE Project 
Team members and DOS staff, we conclude that SURE has no disaster recovery plan 
and no business continuity plan.  

 

RECOMMENDATION 43.0: The implementation vendor should prepare a Business 
Continuity/Disaster Recovery plan that includes comprehensive disaster recovery 
technologies and procedures to minimize the impact on the end user in the event 
of a disaster. 
SURE is a critical system for the Commonwealth’s citizens. “Best practices,” industry 
standards, and the expectations in the contract call for at least a basic disaster recovery 
and business continuity plan to assure the availability of that system and its data. 

 

RECOMMENDATION 43.1: The SURE Team and the implementation vendor should 
test the existing set of backup tapes periodically to assure the ability to read them 
and use them. 
Without waiting for creation of a business continuity/disaster recovery plan, the SURE 
Team should test its ability to use the existing set of backup tapes to re-create the entire 
SURE database in the event of a disaster. An industry-accepted practice is to pull 
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routinely a tape selected at random from the backup rotation and test the ability to 
restore all of the data on the tape to disk. 

 

RECOMMENDATION 43.2: The SURE Team should conduct an annual test of the 
Business Continuity/Disaster Recovery Plan once it is in place, involving all 
stakeholders in at least a desktop recovery exercise. 
One of the few things worse than not having a business continuity plan is having an 
untested plan. The plan has not achieved its optimum results. An annual test is an 
industry-standard expectation for mission critical systems.  

Barring the time and expense of a full test, the SURE Team should carry out annual 
desktop recovery tests with stakeholders in the counties. This effort will be at least an 
initial move toward assuring that stakeholders know the basic steps to carry out in the 
event a disaster renders inoperable the SURE system or access to the system for an 
extended period. 

 

FINDING 44.0: The project initially procured disk capacity for five years but has 
reached that capacity with only 6 counties in live production and 61 counties in 
system test. 

Interviews and documentation reviews indicate that the SURE system is rapidly 
approaching its disk storage limits that are safe for effective operations. Initial capacity 
estimates indicated that the disk capacity would last for five years. This discrepancy 
indicates at least inadequate capacity planning.  

 

RECOMMENDATION 44.0: The implementation vendor should prepare a full 
capacity management plan for the entire enterprise system architecture.  
A realistic system capacity management plan is important for the effective operation and 
administration of the SURE system. It is critical for budgeting purposes, particularly in 
light of the lack of system maintenance funds in HAVA. 

 

FINDING 45.0: The time it takes to log into the system varies with the amount of 
activity on the system, and even relatively small amounts of activity (one or two 
users) can cause response time to rise 20 or 30 seconds.  

Because logging in typically occurs only once or twice a day, the response times 
measured should not impose a burden on the user. 

 

RECOMMENDATION 45.0: The implementation vendor should examine ways in 
which the time to log on can be shortened.  
While the issue might not be a major one, it is one that will confront every user each time 
they interact with the system. Additionally, the precise time that users are most likely to 
be in a hurry is precisely the time the response time will degrade. This minor aggravation 
will set the user’s expectations and frame of reference for the remainder of the session. 
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Test Findings from Pennsylvania SURE Application Stress Test 
 

Summary of Tests Performed 
 

The tests documented herein are the results of technical information, both speech and 
printed documentation, received from staff involved with the Pennsylvania SURE Voter 
Registration system. The objective of this stress test was to evaluate the capacity and 
reliability of the existing application architecture. There were no requirements during this 
test to create stress against any of the network infrastructure such as routers, circuits or 
firewalls. These tests were conducted on Friday, January 16th 2004 at the SURE Project 
Office in Harrisburg, PA. The tests were performed using scripts written in Microsoft 
VBScript that were created for the purpose of imposing varying loads of activity against 
the application server and database server. It was not the intent of any of these scripts to 
alter any data involved with the application; all scripts with regards to the database were 
limited to “select” queries which can only read information from the database. The exact 
network and application architecture in place during these tests can be found in this 
document in the “Current Architecture” section. 

 

Summary of Results Observed 
 

Of the network infrastructure, it was observed that many measures have been taken to 
ensure that only validated users can access the system, as well as the fact that there 
appears to be an abundant supply of network bandwidth to support operations. Also 
noted is the fact that redundancy is applied to each facet of the infrastructure with the 
only exception noted being the tape backup hardware system. 

 

During the tests, it was noted that the current maximum number of anticipated users of 
the system was 400. Some of the tests intentionally exceeded this number by a factor of 
3 to analyze the systems capacity to handle growth, or a “surge” in activity should the 
event arise. There were observations during the test that indicated that with the current 
configuration, the system was not capable of supporting 400 simultaneous users while 3 
users where running inquiries related to collecting Poll Books. Additionally, there were 
observations made during the tests that indicated that users would have to exit the 
application and restart the application in the event of database failure. With regards to 
the application server, it was observed that during a server failure, the application server 
correctly and quickly redirected the user to another server; however, the user did have to 
restart the application to resume using it. Many of the test results appear to be able to be 
mitigated through changing the SQL Server configuration to enhance performance as 
well as considering the fact that the front-end application architecture used has inherent 
memory limitations that restrict the total number of results allowed to be returned to the 
client from the database. 
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Current Architecture - Tested Environment 
 

Technical Summary of the Environment 
Users access the SURE application by using a WinTerm terminal station that is running 
Windows XP Embedded with the Citrix client and Outlook client installed. The 
connections are sent through the Foreign Business Partner network to the Metropolitan 
Area Network (MAN) of the State. At that point, network traffic proceeds through a State 
controlled firewall then to the application servers, through another firewall and to the 
database server. From the workstation, all network traffic going through the Citrix client 
is encrypted with 128-bit encryption. Users execute the application from a load balanced 
and clustered group of 10 Citrix Servers. Windows Authentication is used in all places of 
the application for user authentication, including with the SQL Server database. The 
database used in this application is a SQL Server 2000 database that resides on a 
protected Storage Area Network (SAN). There are physically two database servers 
which are clustered in an active/passive configuration for failover; however, there is 
presently no load balancing noticed on the database servers.  

 

Overall, the network and application architecture can scale to whatever number of users 
the State determines it needs to use the application. The limitations on each application 
server appear to be approximately 40 users per server. This number was derived from 
launching unique sessions against the same server. This number may be increased 
dramatically should the front-end application be redeveloped using a platform that does 
not rely on a parent application as a necessary means of execution. In this application, 
Microsoft Access is the parent application with custom procedures written in Visual Basic 
for Applications which relies on a Microsoft Office product to execute. This increases the 
overhead necessary to run the application by requiring that for each user not only is the 
parent application running, but also whatever custom application has been developed 
within that parent application. The network architecture is presently designed to support 
a number of users well beyond that of the anticipated load.   

 

Testing specifics: 
During the tests, it was observed that at no point did the database server exceed using 
14% of the available processor capacity, nor did it exceed 1.8 Gigabytes of RAM usage. 
This indicates that SQL Server has been installed with default options which do not allow 
SQL Server to take advantage of all of the resources available on a server. In most 
instances, it is advisable that on a dedicated database server, that SQL Server be 
allowed to occupy whatever resources are available to quickly and efficiently return data 
to the caller of that data. 

 

Current Database Specifics: 

Database Name: VoterD8A 

Database Size (MB): 51153.52 Total (48056 for Data/ 3098 for Transaction) 

Growth Rate: 10% Automatic through SQL Server 
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Disk Space Available (MB): 50000 for Data/60000 for Transaction 

 

Current Application Specifics: 

Application Name: ESM/ Microsoft Access 2000 

Application Size (MB): 22.1 (Supporting files in directory  34.2)  

 

Important Test Specifications: 
In the testing, unless otherwise specified, a connection indicates an open connection to 
the database with no actions being performed on that connection. The queries were 
executed against statewide data in all instances unless otherwise noted. The goal of the 
queries executed was to extract what a normal user could expect by executing general 
search queries against the database. The “Anticipated Result” represents both a 
technical reality and a user interface factor. It is not technically unreasonable to expect 
SQL Server to return up to 500,000 rows in less than 2 minutes depending on load. In 
most of the test cases shown below, there was only one user on the database at the 
time the query was executed. All of the queries would be executed again under varying 
loads to determine the effects of query caching. The Application timeout of one minute is 
listed as the default amount of time in which Microsoft Jet technology will attempt to 
access a database before experiencing failure due to timeout. In reality, there would be 
more than one user up to 400 users using the application. As the results show below, 
should 400 users execute one of these queries simultaneously, system failure would be 
imminent. System failure was achieved with 400 open connections (not executing any 
queries) occupying only 26 megabytes of RAM on the server, and 1 user executing the 
queries necessary to obtain a Poll Book for Alleghany County. Once the server was 
rebooted, this test was executed a second time in which the Poll Book query was issued 
prior to opening the 400 connections. This resulted in the Poll Book query executing in 
1:11:02 and the database only allowing an additional 24 connections while the Poll Book 
query was running. The remaining 376 connection attempts resulted in time out errors. 

 

A second series of tests was run with a varying number of open connections against the 
database. The purpose of the open connections was to extract the amount of time it 
would take to execute normal search queries against the database while under a light 
memory load. A load of 1,024 connections was used as a baseline since at 64 kilobytes 
of memory per connection (216).  An effort was made to perform search that would return 
a wide spectrum of results – this is shown by the number of rows returned. The use of 
multiple open connections is also relevant in proving how the database will perform in 
the event of application failures where open connections are not immediately closed, as 
well as to show how the database will respond to future application use. 

 

Another test was executed to measure the amount of time it takes to open and close 
connections on the server – these tests were executed directly from the application 
server to the database server and directly on the database server. There was no notable 
difference in time of execution. The expectations were based on the average amount of 
time it took to open and close the same number of connections on the tester’s laptop 
and a test SQL Server located on the tester’s network that was accessed over the 
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Internet. The average amount of time for 1,024 connections to open and close in each 
instance was less than 1 second. This information is important in relating user 
experience and perception in using the application. 

 

Tests performed and results 
 

Test Performed Anticipated Result Actual Result 

Execute a query directly 
against the database with 
no other users on the 
system – “SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘SMITH’ 

Results returned in less 
than 1 minute (Application 
timeout is approximately 1 
minute on queries) 

The query returned 87101 
records in 410 seconds. 

Execute a query directly 
against the database with 
no other users on the 
system – “SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘J%’ 

Results returned in less 
than 1 minute (Application 
timeout is approximately 1 
minute on queries) 

The query returned 231888 
records in 372 seconds. 

Execute a query directly 
against the database with 
no other users on the 
system – “SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘R%’ 

Results returned in less 
than 1 minute (Application 
timeout is approximately 1 
minute on queries) 

The query returned 526852 
records in 384 seconds. 

Execute a query directly 
against the database with 
no other users on the 
system – “SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘Z%’ 

Results returned in less 
than 1 minute (Application 
timeout is approximately 1 
minute on queries) 

The query returned 84293 
records in 295 seconds. 

Execute a query directly 
against the database with 
no other users on the 
system – “SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘R%’ 

Results returned in less 
than 1 minute (Application 
timeout is approximately 1 
minute on queries) 

The query returned 269824 
records in 378 seconds. 

Execute a query directly 
against the database with 
no other users on the 

Results returned in less 
than 1 minute (Application 
timeout is approximately 1 

The query returned 438563 
records in 399 seconds. 
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system – “SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘L%’ 

minute on queries) 

Execute a query directly 
against the database with 3 
other users on the system – 
“SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘SMITH’ 

Results returned in less 
than 1 minute (Application 
timeout is approximately 1 
minute on queries) 

The query returned 87101 
records in 282 seconds. 

Execute a query directly 
against the database with 3 
other users on the system – 
“SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘J%’ 

Results returned in less 
than 1 minute (Application 
timeout is approximately 1 
minute on queries) 

The query returned 231888 
records in 376 seconds. 

Execute a query directly 
against the database with 3 
other users on the system – 
“SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘R%’ 

Results returned in less 
than 1 minute (Application 
timeout is approximately 1 
minute on queries) 

The query returned 526852 
records in 393 seconds. 

Execute a query directly 
against the database with 3 
other users on the system – 
“SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘Z%’ 

Results returned in less 
than 1 minute (Application 
timeout is approximately 1 
minute on queries) 

The query returned 84293 
records in 298 seconds. 

Execute a query directly 
against the database with 3 
other users on the system – 
“SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘R%’ 

Results returned in less 
than 1 minute (Application 
timeout is approximately 1 
minute on queries) 

The query returned 269824 
records in 380 seconds. 

Execute a query directly 
against the database with 3 
other users on the system – 
“SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘L%’ 

Results returned in less 
than 1 minute (Application 
timeout is approximately 1 
minute on queries) 

The query returned 438563 
records in 394 seconds. 

Execute a query directly Results returned in less The query returned 87101 
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against the database with 
no other users and 1,024 
open connections on the 
system – “SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘SMITH’ 

than 2 minutes records in 614 seconds. 

Execute a query directly 
against the database with 
no other users and 1,024 
open connections on the 
system – “SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘J%’ 

Results returned in less 
than 2 minutes 

The query returned 231888 
records in 579 seconds. 

Execute a query directly 
against the database with 
no other users and 1,024 
open connections on the 
system – “SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘R%’ 

Results returned in less 
than 2 minutes 

The query returned 526852 
records in 424 seconds. 

Execute a query directly 
against the database with 
no other users and 1,024 
open connections on the 
system – “SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘Z%’ 

Results returned in less 
than 2 minutes 

The query returned 84293 
records in 491 seconds. 

Execute a query directly 
against the database with 
no other users and 1,024 
open connections on the 
system – “SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘R%’ 

Results returned in less 
than 2 minutes 

The query returned 269824 
records in 593 seconds. 

Execute a query directly 
against the database with 
no other users and 1,024 
open connections on the 
system – “SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘L%’ 

Results returned in less 
than 2 minutes 

The query returned 438563 
records in 803 seconds. 

Execute a query directly Results returned in less SQL Server failed to 
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against the database with 
no other users and 2,048 
open connections on the 
system – “SELECT * FROM 
tblVoterInformation 
WHERE [Last Name] Like 
‘SMITH’ 

than 3 minutes respond after 9 minutes 
and 44 seconds 

Execute a query against the 
database that would 
simulate 1 Poll Book being 
created with 400 open 
connections to the 
database. County 2 was 
selected  

Results returned in less 
than 10 minutes 

SQL Server failed to 
respond after 10 minutes 
54 seconds 

Execute a query against the 
database that would 
simulate 1 Poll Book being 
created then open 400 
connections to the 
database. County 2 was 
selected  

Results returned in less 
than 10 minutes 

Poll Book was generated in 
1 hour, 11 minutes and 2 
seconds. 376 connection 
attempts resulted in 
connection timeout errors 

Open and close 1,024 
connections to SQL Server 
– on Application Server 

Results returned in less 
than 10 seconds 

The connections were 
opened/closed in 59 
seconds 

Open and close 1,024 
connections to SQL Server 
– on Database Server 

Results returned in less 
than 10 seconds 

The connections were 
opened/closed in 59 
seconds 

Disconnect SQL Server 
from network 

Backup server would be 
available on cluster IP 
Address 

Server was made available 
after 5 minutes and 3 
seconds. All sessions with 
application had to be 
restarted 

Disconnect Citrix Server 
from network (APP07) 

Different application server 
would become available to 
continue using application 

Next server was available 
in cluster within 5 seconds. 
Application had to be 
restarted to resume normal 
operations. 

 

 

Anomalies Observed During Testing Period: 
Time Noted (Friday, 16 January 2004) Anomaly Description 

3:34:06 P.M. SQL Server began to return 87101 records 
for query “SELECT * FROM tblPollBooks 
WHERE [County ID] = ?” where the “?” 
represents testing with 1, 10, 4, 19, 9, 2. 
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This same set of queries executed with 
SQL Query Analyzer directly on the server 
returned not more than 6 rows 

3:39:00 P.M. Bill received communication link error 
“Cannot open database connection: from 
application. A reboot was necessary 
(3:45:00 P.M.) to recover from this error. 
Load on the database server at this time 
was 1, 424 open connections with only one 
connection executing the query “SELECT * 
FROM tblVoterInformation WHERE [Last 
Name] Like ‘J%’” 

4:26:00 P.M. Session Timeout on query response from 
application for Bill. Was attempting to 
execute query for Poll Book. 

4:46:00 P.M. SQL Server having apparent memory 
failures as all queries return same results 

 

 

Other Notes of Interest: 
 

• The application appears to have a limit of records returned of 65534, or 216 . This 
would indicate that the memory available to the object container that is displaying 
the rows of data returned is limited to either 65000 rows of data or 65 KB of 
memory space. 

• Rebooting of SQL Server causes inconsistent reconnections. 
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Business Functionality Review 
 

A requirement of the QA review was to assess the core business functionality of the 
SURE system. InfoSENTRY carried out this section of the QA review by means of  

(1) interviews with Department of State, county, and implementation vendor 
personnel,  

(2) reviews of documentation provided by State, county, and vendor stakeholders, 
and 

(3) tests performed on the ESM system.  

These findings and recommendations derive from these interviews, reviews, and tests. A 
detailed copy of the performance test upon which we base the findings and 
recommendations is at the end of this chapter. 

 

FINDING 46.0: While the vendor’s application provides basic functional 
compliance with Act 3, the full implementation raises questions about the 
system’s full compliance.  

The SURE application and database conform to Act 3’s basic statutory requirements. It 
supports the core functionality of a statewide voter registration system. However, there 
are examples of where the full implementation of the system appears to fall short of full 
compliance with Pennsylvania’s election law.  

One example is in the Five-Year Voter Removal Program. In some counties, the SURE 
project has not converted the voter transaction files that contain previous contacts with 
registered voters. These contacts are not the voter history reflecting the elections in 
which registrants have voted. They are contact transactions such as sending a 
replacement card to a voter. 

If the converted databases do not have these transaction file details going far enough 
back in a registered voter’s history, the software will not be able to administer the Five-
Year Voter Removal Program in accordance with Pennsylvania law.  

 

RECOMMENDATION 46.0: The implementation vendor should work with the 
Advisory Board and the User Group to perform a gap analysis between the 
requirements of Pennsylvania law and the full implementation of SURE. 
The software appears to provide basic functional compliance with Act 3. However, the 
software can be in full compliance while the entire system implementation is not in full 
compliance. Resolving all of the issues will take a significant amount of time and will 
require legal involvement and rulings from the Department of State. While there is a 
significant load of work facing the SURE Project, this area is one that has a deadline in 
the beginning of 2005. Few people we interviewed doubted that the software and 
database can be made fully compliant with Pennsylvania law based on their work with 
the system so far. 
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The SURE Project Team and the implementation vendor, working with key stakeholder 
groups, should perform a gap analysis to determine any remaining areas of non-
compliance and develop workplans to close the gaps. 

 

FINDING 47.0: The SURE system provides basic functional compliance with HAVA 
requirements, with an exception previously noted for interconnection with 
PennDOT and other agencies for verification of identity. 

As we indicated in an earlier chapter, the specific requirements for HAVA compliance 
are relatively new and relatively vague. The SURE system provides basic functional 
compliance with those requirements. We have noted an exception for the system’s 
current configuration that does not appear to comply with HAVA requirements for a 
specified data exchange with PennDOT and other agencies for purposes of identity 
verification. 

 

RECOMMENDATION 47.0: The SURE Project should begin planning immediately 
to develop detailed plans to meet all technical requirements of HAVA. 
While the number of areas requiring additional design and implementation work are few 
in number, they will require a significant amount of technical work. They also will require 
substantial orientation, training, and support for the stakeholders in the counties. 

 

FINDING 48.0: The SURE system is offering many previously unavailable 
functional capabilities to smaller counties. 

Many smaller counties express a willingness and eagerness to start using the SURE 
system. Several counties noted that the new system will offer them functional 
capabilities that their existing systems did not. The SURE project provides an immediate 
boost in information systems technology available to many of Pennsylvania’s smaller 
counties. 

 

RECOMMENDATION 48.0: The SURE Team should collect examples of these 
“success stories” and make them available to all stakeholders. 
The information distributed should be factual. It should avoid a tone of “hype” and stick 
to providing clear examples of successful uses of the SURE system. 

 

FINDING 49.0: The vendor’s system does not offer functional capabilities or 
performance capabilities that are operational now in some of the larger counties 
and to counties that recently purchased newer generation systems.  

Several counties involved in Phase 1 and 2 point to functionality or performance 
capabilities they have lost with the implementation of SURE. Some of these counties 
have not adopted specific SURE modules because they do not work or provide 
functionality they have in other systems. Other large counties that have been through 
introductory sessions and training point to losses of functionality or performance 
characteristics that they will see when they convert to SURE.  
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RECOMMENDATION 49.0: The SURE Project and implementation vendor should 
carry out a gap analysis to document clearly the functions and performance 
drops—if any—that will face each county when it converts to the implementation 
vendor’s software solution. 
As more counties and larger counties come onto the SURE system in 2004, there will be 
ample time to carry out this gap analysis. The Help Desk will provide a source of data for 
the gap analysis. When the Help Desk finds a function that SURE cannot meet, they 
should document this situation and provide it both to the SURE Team and the 
implementation vendor. More importantly, the SURE Team should work with the 
Advisory Board and the User Group to collect data on functional gaps.  

The importance of this effort cannot be understated. If the SURE Team does not take 
the effort to provide a full catalog of existing functionality that cannot be matched by a 
SURE function, the rumor mill will prepare an informal catalog. 

 

RECOMMENDATION 49.1: Following completion of the gap analysis, the 
implementation vendor should prepare a plan detailing how and when they will 
provide the missing functionality—or if the functionality will not be provided by 
the initial installation of the vendor’s system.  
The SURE Team will never be able to meet the functional requirements of an informal 
catalog. Following completion of the formal gap analysis, the SURE Team and the 
implementation vendor should prepare a detailed plan that spells out how and when the 
system will contain the missing functionality. Just as importantly, the plan should state 
clearly if there is existing functionality that will not be provided by SURE.  

 

FINDING 50.0: The new system has started requiring uniformity of processes, 
operations, and data handling, which was a primary objective of implementing 
SURE. 

A major objective of SURE was development of uniformity of voter registration 
processes, operations, and data handling. The introduction of a single system to carry 
out those business functions has started the process of meeting that objective. This will 
not be an easy process and will not be greeted with uniform joy in the counties. 

 

RECOMMENDATION 50.0: The SURE Team and the implementation vendor should 
prepare for extensive change management efforts while establishing greater 
uniformity of processes, operations, and data handling. 
Tasks associated with organization change management will not end when a county 
converts to the new software. The SURE Team and the implementation vendor should 
plan for constant training, communication, and in-depth support during the life of the 
contract with the implementation vendor. 
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FINDING 51.0: Many of the early implementers like the idea of receiving electronic 
data files from a centralized system, provided there are adequate backups and 
checks in place. 

Receipt of electronic voter registration records has been one of the most popular 
features of the introduction of SURE. While questions and uncertainty remain about legal 
and operational issues, most counties that have used this capability comment favorably 
on it. 

 

FINDING 52.0: The SURE system has provided a shortening of turnaround time for 
some business processes. 

In our interviews with county stakeholders and with implementation vendor staff we 
received comments of various processes that operate more quickly with SURE than with 
their previous systems. County stakeholders indicated that preparation of some reports 
ran quicker from the beginning of the process to the completion of the process than the 
same function had operated with their previous systems. 

 

RECOMMENDATION 52.0: The SURE Team should collect examples of the 
“success stories” in the previous three findings and make them available to all 
stakeholders. 
The information distributed should be factual. It should avoid a tone of “hype” and stick 
to providing clear examples of successful uses of the SURE system. 

 

FINDING 53.0: The lack of integration of certain system modules and functions 
requires counties to (1) access multiple screens to perform a single function and 
to (2) carry out dual data entry in some instances. 

One of the most commented-on features of the SURE system in the counties that have 
gone into production is a need to use more than one screen to enter data during 
registration of a new voter. Stakeholders almost universally comment on the negative 
effect of this operation on office productivity. The larger the voter registration base in a 
county, the more negative are the comments about this feature of the system. 

 
RECOMMENDATION 53.0: The SURE Team should work with the implementation 
vendor to re-design and re-implement the system’s data entry process to require 
access to fewer screens and easier motion from data entry field to data entry field. 
The SURE Team and implementation vendor need to address this issue directly. It has a 
direct effect on the daily operations of all of the election offices.  

A similar situation exists in the two screens for finding voters and modifying voters. The 
‘Find Voters’ function and the ‘Modify Voters’ function have different purposes and 
capabilities. ‘Find Voters’ is read-only and state-wide. ‘Modify Voters’ is read/write and 
specific to the default county of the user. However, both functions appear to use the 
same display window with the exact same text displayed at the top: “Find Voter”. The 
only way to determine which function you are in is the ‘State’ field is grayed-out for 
‘Modify Voters’. This similarity results in a high risk that data will be modified 
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inadvertently. During any system re-design efforts, Pennsylvania’s counties can provide 
invaluable assistance and advice on streamlining the system’s workflow and operation. 

 

FINDING 54.0: The reporting capabilities of the SURE system are substantially 
limited and do not provide full, required business functionality to the counties. 

The implementation vendor’s prepared software package has a library of many dozens 
of reports developed in other jurisdictions. However, Pennsylvania’s counties report that 
few of them are useful or formatted in a useful manner. The contract’s requirement that 
the vendor prepare a very limited number of “custom” reports for Pennsylvania offers few 
additional reports. These constraints have not been a problem in some counties. 
However, other counties are accustomed to having scores of their own reports available 
for internal use and distribution to citizens, legislators, and county officials. 

The implementation vendor’s reluctance to provide adequate technical descriptions of its 
database layout exacerbates the weakness of SURE’s reporting capability. Without a 
detailed technical schema, DOS and the counties will find it nearly impossible to use 
widely available and “open” report-writing capability. 

The result of this confluence of reporting problems leaves the Commonwealth and the 
counties almost totally dependent upon the vendor to develop required reports. This 
situation is untenable for the users because of its unreasonable cost and its excessive 
lag time in receiving information. 

 

RECOMMENDATION 54.0: The implementation vendor should develop immediate 
capabilities to use modern report-writing capabilities for SURE. 
The current situation moves the reporting capability for many counties back to the days 
when users had to request mainframe programmers to develop programs. Then came 
the wait and the “cost center” charges for the work. The SURE Team and the 
implementation vendor should develop, test, document, and make operational in every 
county a short-term, stop-gap capability to download on demand the entire voter 
registration and vote history record of every registered voter in the county. They should 
work to train interested county users to develop custom reports in widely available 
software with report-writing functionality. (We are aware that this operation could have a 
significant, negative impact on the data communications network.) 

Beyond this stop-gap measure, DOS should obtain rights to view and use the database 
schema as needed to prepare data export programs and reports. 

 

FINDING 55.0: The SURE system does not have online “HELP” capabilities that 
are standard in most Windows-based, enterprise-wide information systems.  

When users click on the HELP tab and move through the selections, they receive a 
message saying there is no online HELP function. This situation is contrary to the 
standards in most Windows-based, enterprise-wide information systems.  
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RECOMMENDATION 55.0: The SURE Team and implementation vendor should 
work in a product re-design to provide industry-standard, context-sensitive online 
help. 
It is simply a reasonable expectation that when a user click on the HELP button that 
some form of online help will appear. At a very minimum, the system should include an 
indexed, online version of the training and user manual. 

 

FINDING 56.0: Some Phase 1 and Phase 2 counties continue to rely on their 
previous systems because of perceived inaccuracies, performance problems, and 
lack of required functionality in the SURE system. 

In site visits we found various counties still using or planning to use their legacy systems 
for basic operations such as entering voter history, election worker management, petition 
checking, and parts of absentee voter management. The stated reasons for not using 
SURE ranged from perceived data inaccuracies, reported performance problems, and a 
lack of required functionality in the SURE system. 

Just as it will be inaccurate to say that SURE is a statewide system until the 67th county 
joins the system, it is inaccurate to say that a county is using SURE while that county is 
using its previous system to perform basic voter registration and election management 
functions.  

 

RECOMMENDATION 56.0: The implementation vendor should develop and carry 
out a plan to migrate each of the Phase 1, Phase 2, and newly implementing 
counties in Phase 3 fully to the SURE system and off the legacy systems. 
The plan to migrate the counties off their existing systems and on to SURE will be a two-
pronged operation. The first prong is to remedy the areas in which SURE does not 
provide performance and functional capabilities on par with the previous systems. The 
second prong will be an organization change management effort to assist counties, 
including those who strongly resist the change, in the migration tasks. 

 

FINDING 57.0: The SURE system lacks data quality and uniformity standards, 
particularly from PennDOT and among the counties. 

We found little documentation guiding the counties in some basic data quality steps. 
Indeed, the system awaits clear legal and policy decisions regarding data quality 
standards and uniformity. Counties voiced concern that a major data source, PennDOT 
registrations, also lacks standardized procedures for entering basic data elements.  

Two major manifestations are in critical voter registration data elements. As long as 
Pennsylvania does not have standards to guide data entry operators on the proper way 
to enter a name like O’Connell, OConnell, or O Connell, checks for duplicate 
registrations will be problematic. As long as a data entry operator can select from Court, 
Crt, or Ct to enter a street type, street address files and automated precinct assignments 
will be slow at best and error prone at worst. 
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RECOMMENDATION 57.0: The SURE Team should work with the Advisory Board 
and user groups to develop data quality and uniformity standards. 
This task will be a long-term and arduous one. It will require work and cooperation 
among the implementation vendor, DOS, counties, and NVRA agencies. Developing the 
standards will be the first difficult step. Enforcing the uniformity will be the second, more 
difficult step. 

 

FINDING 58.0: The system largely implements document imaging and digitized 
signature capturing through personal, portable scanners that have 
undemonstrated ability to meet performance requirements in larger counties.  

Capturing high-quality digitized signatures is a critical component of the SURE mandate. 
The SURE system has not developed, tested, documented, and made firm plans to 
support high speed document scanners which larger counties will need to handle their 
large production volumes. Instead, the SURE system structures document image 
scanning and digitized signature capture processes around personal, portable scanners.  

There is a fundamental difference in the “production cycles” involved in personalized 
scanning and large-volume production scanning. The implementation vendor has 
contended that the larger counties should change their data handling processes to 
embrace personalized scanning. The large counties have contended that the 
personalized scanning approach is too slow to meet their general production 
requirements, much less their demands at peak times.  

 

RECOMMENDATION 58.0: The SURE system should provide the counties with 
scanning technology and processes that meets their production requirements.  
Unless the implementation vendor can devise a production capability using personal, 
portable scanners with demonstrably better total throughput than the batch scanning 
approach, the SURE system should provide batch scanners and a batch scanning 
technology that meets county production requirements.  

 

FINDING 59.0: The Microsoft Access control used to display the results of queries 
for both the ‘Find Voter’ and ‘Modify Voter’ functions has a limit to the number of 
rows it can display of 65,534 (216 – 2).  

During the performance test we conducted a variety of online queries to carry out 
functions such as retrieving the names of all records of Democratic Males in Allegheny 
County the result was 65,534 (216 – 2). We conducted a number of such inquiries that 
would retrieve a large number of resulting “hits” with the same outcome, 65,534. The 
application simply truncates the remaining rows of the recordset. The application 
provided no warning or error message about the limitation.  

 



SURE Quality Assurance Review 69

RECOMMENDATION 59.0: If the implementation vendor is not able to correct this 
serious program limitation immediately, the vendor should provide a warning or 
error message explaining the limitation. 
The program should provide users with a statement of the limitation if it cannot be 
corrected. It is important to note that the type of inquiries we made that resulted in a 
large number of “hits” is common in many larger jurisdictions. The media, campaign 
committees, and officeholders routinely call election offices for an “on-demand” response 
to this type of inquiry.  

 

FINDING 60.0: Some counties have seen a reduction in the amount of peripheral 
hardware, causing additional labor requirements to get done critical work. 

During times of introducing a significantly new system, it is common for users to find fault 
in the number and operation of new equipment. However, Phase 1 and Phase 2 
counties have found themselves with peripheral equipment, with printers in specific 
reference, that do not meet production capabilities of previously used equipment. For 
example, several counties used duplex printers to save time and paper. They received 
single-side printers, requiring more paper and more staff time to manage the print tasks. 
(We have addressed the issue of the types of scanners provided in an earlier 
recommendation.) 

Many of SURE’s hardware, peripheral, and functional requirements derived from the 
Gartner report and the Andersen Consulting report. It now appears that those reports 
focused narrowly on “voter registration” data entry activities and overlooking a significant 
amount of reporting, absentee voting processes, and other election management 
functions. 

 

RECOMMENDATION 60.0: The implementation vendor should analyze the 
workflow and production requirements in the counties and devise a plan to meet 
clearly documented hardware requirements. 
SURE should analyze the workflow and production requirements in each county during 
the extended rollout in 2004. Following the analysis, the SURE Team and the 
implementation vendor should prepare a plan to meet clearly documented hardware 
requirements.  

It is likely that there will be a significant amount of “give and take” during this process 
because it involves an analysis of workflow in the counties. An initial view from the 
SURE Team and the implementation vendor might be that if a county simply carried out 
tasks in a different manner, they could make do with the equipment already provided. An 
initial view from the county might be that the equipment provided will not meet their 
requirements regardless of how it is used.  

The stakeholders must arrive at a mutually agreed upon solution to these differences. 
That has been a common practice in information technology implementations for some 
time. 
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FINDING 61.0: The vendor’s system does not provide interface capabilities 
required in some counties to provide information to other county agencies and to 
exchange data readily with vote tabulation systems. 

During site visits with Phase 1, Phase 2, and several coming Phase 3 counties, we 
found instances in which the SURE system does not provide required interface 
capabilities required in some counties. In one, the county has used data from the voter 
registration system to prepare its vote tabulation system’s election and ballot setup. The 
SURE Team and implementation vendor had not provided a documented, tested, 
working capability to replace that function at the time of our visit. Without this capability, 
there is a question of how the county can effectively prepare for the Presidential primary.  

In another county, an office external to the elections office offered to purchase the 
additional equipment required for external access to voter registration data. Reportedly, 
SURE declined the offer because of licensing requirements.  

Once again, these and other reported shortcomings in SURE’s interface capabilities 
stem from the analyses and plans in the Gartner and Arthur Andersen reports. These 
reports’ narrow focus on voter registration operations did not account for existing and 
potential external interface requirements.  

 

RECOMMENDATION 61.0: The implementation vendor should undertake 
immediate steps to analyze and meet critical interface requirements, all the while 
taking steps to address longer-term, less critical interface requirements in other 
county offices. 
The top priority should be to meet interface requirements that involve other election 
management functions. This action should be part of the implementation contingency 
plan for every Go Live county. 

 

FINDING 62.0: The SURE statewide voter registration database will contain a large 
number of duplicate, active voter registration records during its rollout phase. 

We have commented earlier that the SURE Project has lacked a documented, thorough 
data quality component during the data conversion process. This shortcoming and the 
lack of data standards will mean that there will be a substantial number of multiple 
registrations in the fully converted database at the end of Phase 3.  

During our functional examination, we undertook a very abbreviated examination of the 
potential for multiple registrations. We looked only at the test database provided to us. 
We found three duplicate records within approximately 250 total records in our sample. 
(Note: This sample is quite small with a large potential for sampling error.) Assuming that 
duplicate records are normally distributed across the entire database of registered voters 
in Pennsylvania and that the sample surveyed is randomly drawn from the database, 
then the percentage of duplicate, active voter registration records is approximately 1.2% 
of the total population of registered voters.  

We believe this estimate is a conservative one. If it is accurate, it would yield 96,000 
multiple registrants in Pennsylvania.  
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RECOMMENDATION 62.0: The SURE Project and the implementation vendor 
should devise procedures to assist the counties in locating and removing multiple 
registrants. 
We have addressed the need for data quality standards and data uniformity procedures 
in order to make “duplicate checking” a more accurate and meaningful process. We 
recommend that the Department of State that further steps to routinely run and use 
statewide “potential duplicate” scans. They should report the results of potential 
duplicate listings to the counties for their corrective actions. 

The SURE Team should plan for a considerable effort to initiate this process and to 
maintain it during the life of the statewide voter registration system. 

 

FINDING 63.0: The SURE Project—not the software—has created at least one 
situation that creates an incentive for counties to create duplicate voter 
registrations.  

The procedure of transferring voter registration records among counties (known as 
“XROC”) has created a situation in which counties have an incentive to create duplicate 
voter registration records. If a county needs to complete a voter registration action by 
transferring a record from another county, but the “sending” county has not completed its 
work on the record, the “receiving” county can simply create a new voter registration 
record for the applicant. The “receiving” county’s incentive to create this duplicate record 
lies in the desire to get the person on the books for a coming election.  

From a legal perspective and a data quality perspective, this practice is very serious. 
From a desire to avoid disenfranchising a person who simply wants to vote, the practice 
makes perfectly good sense. From both perspectives, it places a duplicate registrant on 
Pennsylvania’s roles. 

 

RECOMMENDATION 63.0: All stakeholders must meet to devise a solution to the 
transfer of registration problem in order to avoid a serious threat to SURE’s data 
quality. 
This problem stems not from the software system but from the implementation of a 
statewide voter registration system. It will require an effort from all stakeholders to arrive 
at a more workable structure or process to avoid a seriously negative result. 
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Attachment 1: List of Interviews and Site Visits 



Pennsylvania Department of State Managers and Staff Interviewed 
 
Michael Aumiller, Deputy Secretary of State 
William Boehm, Director of Policy 
David Burgess, Chief Information Officer 
Edward Koval, SURE Project 
Rebecca Oliver, SURE Project 
John Schellenberger, SURE Project 
 
 
Accenture, LLP Project Managers and Staff Interviewed 
Owen Davies, Partner 
Michael Curtis, Project Manager 
Tim Draughon, Former Project Manager 
Aaron Dienger, Training and Communication 
Ian Benwell, Technical Lead 
Greg Spata, Techical Architect 
Keith Bevan, Data Conversion 
Greg Antulick, Help Desk/Functional 
Dan Ray, Requirements 
 



 
County Site Visits and Telephone Interviews 
 
The QA review team conducted site visits in six Phase 1 and Phase 2 counties 
and in six counties planned for Go Live implementations prior to the April 27, 
2004 Presidential Primary. The names of those counties are shaded in the list 
below. The team conducted telephone interviews with county election staff 
members and county information technology staff members in 54 additional 
counties.  
 
Adams 
Allegheny 
Armstrong 
Beaver 
Bedford 
Berks 
Blair 
Bradford 
Bucks 
Butler 
Cambria 
Cameron 
Carbon 
Centre 
Chester 
Clarion 
Clearfield 
Clinton 
Crawford 
Cumberland 
Dauphin 
Delaware 
Elk 
Erie 
Fayette 
Forest 
Franklin 
Fulton 
Greene 
Huntingdon 
Indiana 
Jefferson 
Juniata 
Lackawanna 
Lancaster 

Lawrence 
Lebanon 
Lehigh 
Luzerne 
Lycoming 
McKean 
Mercer 
Mifflin 
Monroe 
Montgomery 
Montour 
Northamption 
Northumberland 
Perry 
Philadelphia 
Pike 
Potter 
Schukyll 
Snyder 
Somerset 
Sullivan 
Susquehanna 
Tioga 
Union 
Venango 
Warren 
Washington 
Wayne 
Westmoreland 
Wyoming 
York 
 
Columbia: Unable to interview because 
of Special Election schedule. 
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Attachment 2: Selected List of Documentation Reviewed 
 




